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Overview

This user’s manual is organized into logical sections covering Role Based Access (RBA) and the
Personnel Records Display Application (PRDA). Chapter one covers responsibilities and points
of contact, chapter two introduces the dashboard, chapter three covers how to add, remove, and
maintain a user’s role and jurisdictional access within the RBA application and chapter four
includes instructions on how to view electronic records captured and stored in the Automated
Records Management System (ARMS)

There are three main tabs within the virtual Personnel Services Center (vPSC) called the
Dashboard, the Airmen Development Plan (ADP) and PRDA. All three tabs use RBA.

RBA is a separate application authorized for administrators only. The buttons are titled “ADP”,
“PRDA” and “RBA”.

The vPSC and RBA can be found on the Air Force Personnel Center (AFPC) Secure menu and
the Air Force Portal.

The ADP is not covered in this user’s manual unless it refers to PRDA functionality.
Note: All person records displayed within this user’s manual are fictional records built during

application testing. Some examples may not fit existing Air Force guidelines pertaining to roles
and the rank of the person depicted in the person record screen shot.
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Chapter 1 RESPONSIBILITIES AND POINTS OF CONTACT (POCs)

1. Role Based Access (RBA) and PRDA Points of Contact (POCs) :

1.1. MPS Customer Service Section

1.1.1. Customer Service is the base-level action POC for this program and the records manager
for their base personnel. While the RBA Base Administrator may physically work in another
office within the MPS, the Customer Service Section is the overall approval authority for any
manual assignment granted through RBA.

1.1.2. MPSs shall provide guidance and administrative support to assigned RBA Unit
Administrators and assigned Airmen for the roles they hold or are responsible for. The unit
representative will provide guidance to their unit personnel for the optional roles assigned (see
Figure 3.1 PRDA Roles Chart, for all mandatory and optional roles).

1.2. HQ Air Force Personnel Center (AFPC), Directorate Of Personnel Services

1.2.1. Future Operations is responsible for the management and oversight of RBA and PRDA
and the procedures addressed in this PSDM. Direct questions about the release to HQ
AFPC/DPSSMF, DSN 665-3659, Commercial (210) 565-3659, or email
dps.psdsystems@randolph.af.mil . Once PRDA has been released Air Force-wide all bases and
individuals shall direct questions to the Air Force Contact Center at (HQ AFPC/DPSOTCC)
DSN 665-5000, Commercial (210) 565-5000 or http://ask.afpc.randolph.af.mil/contact/.

1.2.2. Personnel Records is responsible for the management and regulatory guidance as it
pertains to accessing documents viewed by PRDA. Direct document questions, including any
questions relating to the filing, removal, or disposition of any document in the Military Personnel
Records System not covered by in AFI 36-2608, Personnel Records, to HQ AFPC/DPSSR, at the
following organizational email Arms.conversion@randolph.af.mil.

1.2.3. Evaluations/Management Level Reviews (MLRS) is responsible for the assignment of the
manual role of MAJCOM/ML HR Specialist at the MAJCOM level. Direct assignment of this
role and any questions to HQ AFPC/DPSIDE, at DSN 665-2697/2571 or email
afpc.mlr@randolph.af.mil.

1.3. HQ Air Force Personnel Center (AFPC), Directorate of Personnel Data Systems

1.3.1. Functional Systems Administrators (FSAS) are responsible for the resolution of technical
functionality problems with RBA and PRDA. Base and Global Administrators may contact
afpc.dpdopu.arms@randolph.f.mil or AFPC Personnel Systems Operations Control Center
(PSOCC) at DSN 665-5004, Commercial (210) 565-5004 to report technical problems

1.4. Safeguards and Guidance when using Personal identifiable Information and Military
Personnel Records

1.4.1. The Privacy Act of 1974. 1AW AFI 36-2608, Military Personnel Records System,
Military Personnel Records contain personal and privileged information and may only be
disclosed to authorized persons conducting official Air Force business. Authority to obtain
copies of, information from, and/or access data in the PRDA is limited to those persons with an
official requirement for the information. Documents within the Personnel Record are not to be
further furnished or transferred to anyone not conducting an official Air Force action pertaining
to the documents (s). The Privacy Act of 1974 (Title 5, U.S.C., Section 552a) provides for
criminal penalties against anyone who discloses information to unauthorized persons. Anyone
who obtains information about an individual under false pretences may also be subject to
criminal penalties enforceable under Article 134, UCMJ. Individuals in the performance of their
official duties may make or download copies of a member’s record; however, third party Privacy
Act must be removed IAW AFI 33-332, Privacy Act Program. Under the Privacy Act of 1974,
persons who knowingly and willfully disclose personal information from an Air Force record,
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regardless of media, to a person or agency not entitled to receive it, without the advance consent
of the subject of the record, are subject to a fine.

1.4.2. Safeguarding Military Personnel Records and Documents. User access is permitted only
after validation of the need for that access. The Customer Support Section of the FSS remains
the custodian of access to Personnel Records and is the approval authority for all manual roles.
Advise all levels of commanders they must ensure individuals under their command receive only
the minimum access they need to complete official Air Force business. Refer to AFI 36-2608,
Personnel Records, for management and disposition instructions for documents and forms listed
in PRDA.

1.4.3. Protecting Personally Identifiable Information (PII). Faxing PII requires the AF Form
3227, Privacy Act Cover Sheet. When faxing to an open area fax machine that is accessible to
different offices/organizations, recommend scanning the document and sending via e-mail with
appropriate markings as cited in policy excerpts below.

1.4.3.2. Communications and Information. SSNs are personal and unique to each individual.
Protect them as FOR OFFICIAL USE ONLY (FOUO). Within DOD, do not disclose them to
anyone without an official need to know. Outside DOD, they are not releasable without the
person’s consent, or unless authorized under one of the 12 exceptions to the Privacy Act (AFI
33-332, 12.4.).

1.4.3.2.1. Exercise caution before transmitting personal information over e-mail to ensure it is
adequately safeguarded. Some information may be so sensitive and personal that e-mail may not
be the proper way to transmit it. When sending personal information over e-mail within DOD,
ensure: (1) there is an official need; (2) all addressee(s) (including “cc” addressees) are
authorized to receive it under the Privacy Act; and (3) it is protected from unauthorized
disclosure, loss, or alteration. Protection methods may include encryption or password protecting
the information in a separate Word document. When transmitting personal information over e-
mail, add “FOUQO” to the beginning of the subject line, followed by the subject, and apply the
following statement at the beginning of the e-mail:

“This e-mail contains FOR OFFICIAL USE ONLY (FOUO) information which must be
protected under the Privacy Act and AFI 33-332.”

Do not indiscriminately apply this statement to e-mails. Use it only in situations when
you are actually transmitting personal information. DoD Regulation 5400.7/AF Supp,
Chapter 4, provides additional guidance regarding FOUO information.

Do not send Privacy Act information to distribution lists or group e-mail addresses
unless each member has an official need to know the personal information. When in
doubt, send only to individual accounts. Before forwarding e-mails you have received
that contain personal information, verify that your intended recipients are authorized to
receive the information under the Privacy Act. Use AF Form 3227, Privacy Act Cover
Sheet, to cover and protect personal information that you are using in office environments
that are widely unprotected and accessible to many individuals. After use, such
information should be protected as outlined in DoD 5400.7-R/AF Supp. If you have any
questions regarding PII, please contact your Privacy Act Monitor.
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1.5. Responsibilities

The following is a list of responsibilities applicable to the RBA Base Administrator, Customer
Support Section, Unit RBA Base Administrator, AFPC, and the member. Responsibilities are as
follows:

1.5.1.

Military Personnel Section (MPS) — RBA Base Administrator

Educate and assist commanders, unit administrators, and members with PRDA

functionality, roles, and the responsibilities as outlined below in “Unit Administrator”

and “Member” responsibilities

Provide this User’s Manual to each RBA Unit Administrator

Provide commanders training and/or assistance when necessary

FSS Commanders will establish local policy on how many and the length of time manual

roles may have access to records in PRDA (the maximum is 2 years)

0 Appoint one primary RBA Base administrator and one or more alternate
administrators with a maximum of 3 total RBA Base Administrators

o If the primary Administrator is not the Base Records Custodian, ensure the approval
of manual roles is coordinated with the custodian

o Itis highly recommended the RBA Base Administrator has knowledge of the base’s
PAS Hierarchy and be available to fill this role for at least 6 months

Request and assign at least one RBA Unit Administrator for each unit assigned to your

MPF ID

o0 Maintain a list of all RBA Base and Unit, and remove these roles as they are
reassigned (PCS, PCA, Sep, etc.)

o Verify the accuracy of the list every 180 days

0 Review and assign mandatory roles to individuals within owning MPF ID who are
military, civilian, contractors, Foreign Service, etc, and do not receive system derived
assignments

o Disapprove requests not meeting the description contained in Figure 3.1 PRDA Roles
Chart

Troubleshoot roles/MilPDS data when a problem arises and correct data when a

discrepancy is found (ref Figure 3.1 PRDA Roles Chart, PRDA Roles, Column C)

o Correct MilPDS data on individuals who should receive a system derived role(s) but
the data precludes them from doing so

Troubleshoot functionality. Call or email the Contact Center when a solution cannot be

reached

Verify and approve/disapprove Commander’s Agents when a commander assigns an agent

Unit - RBA Unit Administrator

Educate and assist commanders and unit members with PRDA functionality and roles.

Forward requests other than Superintendent, Rater’s Rater, Division, Branch, and Section

Chief to the Base RBA Administrator

Appoint one primary RBA Unit Administrator and provide name and SSN to the RBA

Base Administrator

0 The current RBA Unit Administrator for the Airman Development Plan (ADP) may be
the same individual

0 Assign one or more alternate RBA Unit Administrators (max 3)

o Maintain a list of all Unit Administrators and verify the accuracy of the list every 180
days
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0 Remove unit administrators as they are reassigned and assign new administrators.

o0 Assign optional roles (Acting First Sergeant, Rater’s Rater, Branch, Section, and
Division Chiefs, and CSS HR Specialist) when directed by commander for individuals
within unit.

o Disapprove requests not meeting the description contained in Figure 3.1 PRDA Roles
Chart

o Remove roles individuals are reassigned (PCS, PCA, Sep, etc.) or when they no longer
require the role to perform official military duties

Troubleshoot functionality. Call or email the base administrator when a solution cannot be

reached

1.5.3.

1.5.5.

MAJCOM/ML HR Specialist

Provide commanders training and/or assistance when necessary

MAJCOM/AL will establish local policy on how many and the length of time the role of

MAJCOM/ML HR Specialist may have access to records in PRDA (the maximum is 2

years)

0 Appoint one primary MAJCOM/HR Specialist and one or more alternates to assign
non-military senior raters (civilian, contractors, and Foreign Service do not receive
system derived assignments). This role should be assigned to an individual with ML
responsibilities

Educate and assist MAJCOM personnel and Senior Raters with PRDA functionality and

the role of MAJCOM/HL HR Specialist

Disapprove requests not meeting the description contained in Figure 3.1 PRDA Roles

Chart.

Verify and approve/disapprove Senior Rater’s Agents when a Senior Rater assigns an

agent.

Maintain a list of MAJCOM ML HR Specialists/all non-military senior raters and remove

their roles as they are reassigned (PCS, PCA, Sep, etc.) or when they no longer require the

role to perform official military duties

Troubleshoot roles and AFPROMS data when a problem arises and correct data when a

discrepancy is found (ref Figure 3.1 PRDA Roles Chart, PRDA Roles, Column C). Call

or email AFPC/DPSIDE, Evaluations/MLRs at afpc.mlr@randolph.af.mil or 665-

2697/2571 when a solution cannot be reached

. AFPC Future Operations

Establish procedures as they relate to RBA and PRDA

Educate and assist commanders and base administrators with PRDA functionality, roles,
and the responsibilities as outlined in “Unit Administrator” and “Member” responsibilities
Provide training and/or assistance when necessary

Review feedback and concerns from RBA Base Administrators.

Serves as the Global Administrator

Maintain a list of all RBA Base, Unit, and Board Administrators and remove
administrators as they are reassigned

Verify roles on a monthly basis and remove any role not meeting the guidance provided in
Figure 3.1 PRDA Roles Chart

Troubleshoot functionality

AFPC Evaluations/MLRs
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1.5.6.

Establish procedures as they relate to assigning HR Specialist and Senior Raters
Educate and assist commanders and base administrators with PRDA functionality, roles,

and the responsibilities as outlined in “Unit Administrator” and “Member” responsibilities

o Provide training and/or assistance when necessary

Serves as the Global Administrator for MAJCOM/ML HR Specialists

o Review feedback and concerns from MAJCOM/ML HR Specialists

o Maintain a list of all RBA Base, Unit, and Board Administrators and remove
administrators as they are reassigned.

o Verify roles on a monthly basis and remove any role not meeting the guidance provided
in Figure 3.1 PRDA Roles Chart

o0 Troubleshoot functionality

AFPC Functional Systems Administrators (FSAS)
Troubleshoot and fix any of the following problems:
File generation errors

PRDA access button from within AFPC Secure
ASP errors or Server Unavailable messages
Database access errors

Troubleshoot requests from DPSOTCC

1.5.7. Member

Access AFPC secure website to view records through the vPSC.

Contact your RBA Unit Administrator if you have questions about PRDA functionality or
roles.

1.5.8. Unit Commander

Unit commanders determine when the optional roles of Rater’s Rater, Superintendent,
Division Chief, Branch Chief, Section Chief, and Commander Support Staff HR Specialist
are assigned within their unit (s).

Appoint one primary RBA Unit Administrator and provide name and SSN to the RBA
Base Administrator.

Contact your RBA Unit Administrator if you have questions about PRDA functionality or
roles.
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Chapter 2 DASHBOARDS

2. Access to vPSC

2.1. Components

All Air Force active duty, Air National Guard (ANG), Reserve (USAFR) and Civilians are

members of the Virtual Personnel Services Center (VPSC). Sister Service, Foreign Service and

contractor personnel (called “other users”) may also be granted access and roles to PRDA by a

unit or base administrator depending on what role is being added (see Figure 3.1 PRDA Roles

Chart, for detailed role information).

Logging into an account is done by opening one of the buttons on AFPC Secure or the

Air Force Portal (AFP).

2.1.1.1. PRDA and RBA may be accessed through AFPC Secure and the Air Force Portal

(AFP).

2.2. Notifications

2.2.1. Members receive notifications via their dashboard.

2.2.1.1. The views (or “dashboards™) are dynamic based on the role determination and may

contain separate and distinct applicable functionality for each particular member.

2.2.2. Notifications contain information about role assignments, an approaching expiration date,

actions needing a member’s attention, and so forth.

2.2.2.1. All users can view and delete notifications received on their dashboard. Weekly

reminder emails are sent if notifications are not acted upon and deleted.

2.2.2.2. Figures 2.1through 2.6 are examples of Dashboard notifications.

2.3. Assigning and Maintaining Agents

2.3.1. Senior Raters, all levels of Commanders, Directors, their equivalents and Squadron

Section Commanders can assign his/her administrative function to an Agent. The Agent can be

an Air Force member (to include Civilian) or an “Other” user. The assigned Agent has all the

features of the Senior Rater or Commander except the ability to assign or remove an Agent, and

submit a development plan to AFPC (applies to Senior Rater Agent only).

2.3.1.1. In addition to PRDA, administrative function includes Reviewing Developmental
Plans,

Career Briefs, and Career Planning Diagrams within ADP.

2.3.2. Figures 2.8 through 2.11.1 are examples of assigning, maintaining, and deleting agents.
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Figure 2.1 Dashboard

@ Help 12 print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Member v Change Role

Member Dashboard

Dashboard | Ensure you review this information thoroughly and i te update/request updates immediately if needed. |
PRDA
Notifications
ADP
ADP recsived for your action/revie Openead bl
Role Deleted 29 May 08 New ]
MULTIN MUTCOTI I you have been added to the DE Member Eligibility List 22 May 08 New 3
Senior Rater Agent Role roval Reguired 21 May 08 Opened ]
Senior Rater Agent Role Approval Required 20 May 08 Openad 3
Senior Rater Agent Role Approval Required teR0 May 08 Newe 3
ADP recsived for your action/review. 16 May 08 Openead ]
wed for your action/review. 15 May 08 New ]
ADP recsived for your action/review. 14 May 08 New ]
Senior Rater Agent Role Approval Required 14 May 08 Opened 3
Other” User istion Approved 14 May 08 New 3
ADP received for your action/rev 09 May 08 New o]
Senior Rater Agent Role Approval Required 09 May 08 New 3
Member Basic Information
Name Rank Date of Ranl
MULTIN MUTCOT I 00e-3¢-6155 cPT 15 Aug 01
RDTM 1D Projectsd Rank Developmental 105 DSN
FA -- TANKER-KC-10 MA . 5175281711
Promotion Year Group Year of DE Eligibility DE Select (Promo BRD) Email Addr
1997 . . FDTKtest07 @CELLEXCHANGE.COM
DAFSC Core ID Location Duty Title
T11K3F . RANDOLPH AFB TX T-6A PIT IP, FLT CC
Date of Separation
INDEFINITE Edit Basic Info

Development Plan Status

Development Plan Status Pwpose 0000000000000 lae 00000 |

Draft AP, VT, CB 03 Jun 08

Development Plan Reviewer History

eviewer Name [Reviewer Email ________[Reviewer Duty Phone Date _____ [Action ]

Tatal Records:

Current Status

Toggle Views for: ll acr ll opr Bl Flying Duty Refresh Current Status

AEF Enabler Global Mobility Task Force - Ho Specific Dates
Next Performance Report 11 Oct 06 - ANNUAL

Flying Gate 33

Time on Station 0z-06

150 Status

Dates of Separation INDEFINITE

DE Eligibility

ADSCD 27 May 08

ADSCD Reason

Authority: .S.C., 4 SC 1950 and Title 10 U “AF E.O. N as a system of numbering to identify persons - where applicable.
Purpose: itive identification for the pur
Routine Uses:

Disclosure:

Air Force Personnel Center
Policy | Contact Us

e Click on a Notification to view its content
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Figure 2.2. View Notification

L N —

Virtual Personnel Services Center

e el e

e System displays detailed Notification information and changes Action field to “Opened”
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Figure 2.3. Delete Notification
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Development Plan Status
Draft AP, VT, CB 03 Jun 08

Development Plan Reviewer History
eviewer Name [Reviewer Email ________[Reviewer Duty Phone Date _____ [Action ]

Tatal Records:0

‘

Current Status

Toggle Views for: ll acr ll opr Bl Flying Duty Refresh Current Status

AEF Enabler Global Mobility Task Force - Ho Specific Dates
Next Performance Report 11 Oct 06 - ANNUAL

Flying Gate 33

Time on Station 0z-06

150 Status .

Dates of Separation INDEFINITE

DE Eligibility .

ADSCD 27 May 08

ADSCD Reason

Authority: .. DoD 14 “AF E.O. 9 g AN to be used as a system of numbering to identify persons - where applicable.
Purpose: »f processing applications or retrieving data.

Routine Uses:

Disclosure: i your request.
Air Force Personnel Center
Policy | Contact Us

e Delete Notifications by clicking on the Delete Icon in the ‘Action’ column pertaining to the
desired Notification
e Notification is no longer viewable

NOTE: Notifications left on dashboard will generate a weekly email notification that you have
actions to take in ADP. Delete notifications to prevent receipt of this email.
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Figure 2.4. Civilian Member Dashboard

@ Help = print [ Logout

Virtual Personnel Services Center

Welcome: G5-1102-12 MATPRE SUNDI 1 Mamber v Change Role
Member Dashboard
Dashboard | Ensure you review this information thoroughly and initiate update frequest updates immediately if needed. |
ADP

Notifications

Subiect Pats [Status Action

Member Basic Information

Name Pay Grade/Pay Band Email Address
MATPRE SUNDI 1 GS-1102-12
Current Duty Title Target Pay Grade/Pay Band Service Computation Date
LEAD CONTRACT SPECIALIST 12 25 Nov 82
Current Career Field ID Office Location
Contracting LGCBE McChord AFB, Pierce, WA
Last Promotion Date Current Position Start Dats Commaercial Numbar
04 Jan 98 10 Jul 05 2535845001
Retirement Eligibility Date DSN
08 Nov 03 2539845111
Edit Basic Info
Development Plan Status
[Development Plan Status [Purpose Date
[oratt DE |02 3un 0a |

Development Plan Reviewer History

[Reviewer Name [Reviewer Email Reviewer Duty Phone __|Date [Action
MCGSENN LUMYLRE P LUMYLRE.MCGSENN@LOSANGELES.AF.MIL | 3103364451 03 Jun 08 Review
JICKHYN CSUFFYTD O anyone@anyvhere.af.mil 2539823863 03 Jun 08 Review

0 and Title 10 U.5. 2; SECAF E.O. 9397 authorizing the SSAN to be used as a system of numbering to identify persons - where applicable.
= = means of positive identification for the purposs of procsssing applications or retrisving data.

Routine Uses:  Blankst DoD Routine Uses.

Disclosures Voluntary. Failure to provide the requested information may result in a delay or termination of your request.
yright Air Force Parsonnel Center
Security & Privacy Policy | Contact Us

The Civilian Member Dashboard contains four sections: Notifications, Member Basic
Information, Development Plan Status, and Development Plan Reviewer History.

To access their Development Plan, Career Brief, and Career Planning Diagram or to
Add/Associate Other User, click on ADP tab under “My Sections™ on the Member Dashboard
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Figure 2.5 Officer Member Dashboard

@ Help 2 Print [ Logout

Airmen Development Plan (ADP)

Welcome: CPT - DONNGE, ISBOTL, H. | Member v thange Role
Member Dashboard
Dashboard | Ensure you review this information thoroughly and initiate update frequest updates immediately if needed. |
PRDA
Notifications
ADP
Eubject Datet Status Action

Member Basic Information

Mame s5AN Rank Date of Rank
DONNGOE, ISBOTL H, RxH-xK-5409 CPT 01 Mar 06

RDTM ID Projected Rank Developrnental ID: DS

. 6175282100

Year Group vear of Eligibility Select Email Address
2002 . svadla@cellexchange, com

DAFSC Core ID Lacation Duty Title
3333 338 SCOTT AF8 IL QIC ENTERPRISE MANAGEMENT

Date of Separstion Edit Basic Info
08-AUG-3888

Development Plan Status

Development Plan Status Pupose 0000 Ppat 0000000000000 |

Development Plan Reviewer History

Reviewer Name [Reviewer Email _______[Reviewer Duty Phone ate _ Jacion |

Total Racords:0

Cumvent Status

Toggle Views for: ll Aer ll orr B Flying Duty Refresh Current Status
AEF Assigned to AEF-€ JAN OF - APR OF

Mext OPR 28-FEB-2007 - ANNUAL

Flying Gate .

Time on Station 0z-07

150 status .

Date of Separation INDEFINITE

ADSCD 23 Mar 2008

MDSCD Reason TUITIOM ASSISTANCE

Authority:
Purpose:
Routine Uses:

Disclosure:

The Officer Member Dashboard contains five sections: Notifications, Member Basic
Information, Development Plan Status, Development Plan Reviewer History, and Current Status.

PRDA/RBA_User_Manual_v1 19 Mar_09_ Final.doc Page 16 of 79



Figure 2.6 Enlisted Member Dashboard

107 b P s v Samivid s Caimal (APSC - Tt Eranmat Explonis prastidiel by LSRF =0kl
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T alibi]
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e The Enlisted Member Dashboard contains a Notifications section only.
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Figure 2.7. Change Role

T T -
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& linlp S Priat [ Logout

Virtual Personnel Services Center
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A pacial nsmch mey ba condudhed for the © Dooumant Mema®™ sndiar © Form Mumbar”
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e TO change roles, select the arrow in the dropdown at the top of the screen
o Select a role from the dropdown menu
o Click Change Role
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Figure 2.7.1. Change Role

i?ﬂ' Wirsd Personrel Seroces Comer (W50 © Micres i Imens Daplacer groided by USAT

ﬂ = B hitzseffEre ape randoiph sl ool inods proytie poeoe e .y persanned-uriidetion
Be EM Mea Fyadtes Toos M
€ 0| vl Personne] Servioss Comer (v

) balp & Prict [ Logout

Virtual Personnel Services Center

Wabo oot LI e P e e P T | w! Chasgs Aole

m Hater§ Supervisor of Ressgwing OTiiad Dashloard
»

[red Erewdaaion

:n.T: [T 7= T I e e By Riw'Fay in—-:m-\.lu-u-du o=

Hertty peryors - whate socdcable

o Trusted gbe U -

e Once the application has change roles it will revert to the dashboard of the new role Click
PRDA to return to the search screen
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Figure 2.8. Senior Rater/Commander/Director - Assign Agent

Virtual Personnel Services Center

@ Help = Print [ Logout

Welcome: CPT MULTIN MUTCOI I Senior Rater/Endorser M

r Rater/Endorser Dashboard

Change Role

Dashboard
PRDA
ADP
[Ehon End
YWONH DIVUD S BE6EEE4 AQL1l 17 Apr 08 30 Dec 08 APPROVED Maintain Agent Delete
NUCKOTHYN DITTON G 5057844716 0J1WH 20 May 08 30 Dec 08 APPROVED Maintain Agent Delete
NUCKOTHYN DITTON G 5057844716 1LPCT 20 May 08 30 Dec 08 APPROVED Maintain Agent Delete
NUCKOTHYN DITTON G 5057844716 ST101 20 May 08 30 Dec 08 APPROVED Maintain Agent Delete
CLAY TESTCAAA 1112221234 0J1WH 20 May 08 15 May 09 APPROVED Maintain Agent Delete
CLAY TESTCAAA 1112221234 1LPCT 20 May 08 15 May 09 APPROVED Maintain Agent Delete
CLAY TESTCAAA 1112221234 ST101 20 May 08 15 May 09 APPROVED Maintain Agent Delete
RAJESWARI SOMU K 1010101010 AQ11l 03 Jun 08 30 Jun 08 APPROVED Maintain Agent Delete
RAJESWARI SOMU K 1010101010 0J1WH 03 Jun 08 30 Jun 08 APPROVED Maintain Agent Delete
RAJESWARI SOMU K 1010101010 ST102 03 Jun 08 30 Jun 08 APPROVED Maintain Agent Delete
MILLER SHELTON © 5555551212 AQlll 18 Jun 08 06 Jun 09 APPROVED Maintain Agent Delete
KKK DDD § 213421321 AQl1l 16 Jun 08 30 Jun 08 APPROVED Maintain Agent Delete
555 5555 5 999775555 AQ11l 17 Jun 08 30 Jun 08 APPROVED Maintain Agent Delete
AAA BBB C 342324324 AQ11l 17 Jun 08 30 Jun 08 APPROVED Maintain Agent Dalete
YWONH DIVUD © S§T101 21 Apr 08 30 Aug 08 APPROVED Maintain Agent Dalete
WOHL BTUIN C 6326931 AQ1il 12 Fab 08 01 Jan 09 APPROVED Maintain Agent Delete
HMULR BONJIMUN D 3256962781 AQ11l 04 Mar 08 26 Mar 08 APPROVED Maintain Agent Delete
LISSE ISIN C 9266537 AQ11l 14 May 08 28 Dec 08 APPROVED Maintain Agent Delete
LISSE ISIN C 9266537 0J1WH 14 May 08 28 Dec 08 APPROVED Maintain Agent Delete
LISSE ISIN C 9266537 ST101 14 May 08 28 Dec 08 APPROVED Maintain Agent Delete
Assign Agent Role
Development Plan Review List
Member's Records SRID
ISIMY TIMY CcPT Development Plan cPD Career Brief eRecord 15145 15 May 08 DRAFT
ACKIBIETEIND  CPT Development Plan CPD  Career Brief eRecord  1C88K 08 Jun 08 DRAFT
CYSOMIN KOVUN B CPT Development Plan CPD  Career Brief eRecord  SJ1RJ 12 Jun 08 DRAFT
HWITLZ JIMOH D. GS-1102-12 Development Plan cPD Career Brief 16 Jun 08 DRAFT

e Click Assign Agent Role
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Figure 2.8.1. Assign Agent Role

@) Help 21 print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Wing Commander/Equivalent, x|  changeRole
Assign Agent
Dashboard

Add Other User

o
IName IRank ISSAN Branch of Service IPAS Code  [Phone Email Status

. RAJESWARI SOMU X LT ®R-x%-1111 Ceast Guard RJOIFGET | 1010101010 noFDTictest0 1 @CELLEXCHANGE.COM [APPROVED
BEE C Ret SRR Other RIDIFGET | 342324324 NoFDTKtestl 8@CELLEXCHANGE.COM | APPROVED
EEE C Ret 200300 Other RIDIFGOW | 342324324 noFDTKtest1 8@CELLEXCHANGE.COM | APPROVED

RAJESWARI SOMU X LT ®R-x%-1111 Ceast Guard RJOIFGOW 1870101010 noFDTKtest01 @CELLEXCHANGE.COM [APPROVED
TARPPU MARRU 1 556 HR-KH-2222 Army RIDIFGET |2222222222 noFDTKtest06 @CELLEXCHANGE.COM [ APPROVED
JOE SMOKIN E-1 »000-30¢- 6543 Other RIDIFGOW | 6565656111 SMOKIN.JOE.CTR@RANDOLPH.AF.MIL | APPROVED
JOE SMOKIN E-1 xxx-xx-6343 Other RJOIFGET |6565656111 SMOKIN.JOE.CTR@RANDOLPH.AF.MIL | APPROVED
TARPPU MARRU 1 556 HR-KH-2222 A RIDIFGOW | 2222222222 noFDTKtest06 @CELLEXCHANGE.COM [ APPROVED
555 5555 § FG-00 »00e-30¢-5555 Other RIOIFGBT |999775555 noFDTKtest $@CELLEXCHANGE.COM | APPROVED
MULTIN MUTCOI I = XK B Air Force RJIDIFGOW noFDTKtest0S @CELLEXCHANGE.COM [APPROVED
MULTIN MUTCOI I cPT woA x%-6155 Air Force RIDIFGET noFDTKtestS @CELLEXCHANGE.COM [ APPROVED
GSOIHYN TYEOTL B cPT 003389 Force RIDIFGOW noFDTKtest $@CELLEXCHANGE.COM | APPROVED
SOWUH JOTTED LTC xxx-xx-7 939 Air Force RIDIFGOW FDTKtest03@cellexchange.com APPROVED
SOWUH JOTTED LT ®R-xx-TI3S Air Force RIDIFGET FDTKtestD3@cellexchangs.com APPROVED
MOORE MANDY X RADMU ro0e0c-9922 Havy RIDIFGOW | 1236547830 FDTKtestOS@cellexchange.gov APPROVED
GSOIHYN TYBQOTL B CPT xxx-xx-B3E9 Air Force RJDIFGET | 3144967702 noFDTKtest13 @CELLEXCHANGE.COM [APPROVED
LISSE ISIN C T ] Air Force RIDIFGOW | 9266537 noFDTKtest07 @CELLEXCHANGE.COM [ APPROVED
LISSE ISIN C T ] Air Force RIOIFGET | 9266537 noFDTKtest07 @CELLEXCHANGE.COM | APPROVED

Step 1

Please enter the combination of "Last Name™ AND ("FirstName™ OR "Rank") to complete the search. For a partial search, enter "%" after the first four
characters OR enter the Core ID by itself or with a combination of other search fields.

Chalde Mamber Type (to recaive the correct 'Rank’ options)
’7(:' Air Force Military 0 Civilisn € Other (Foreign Service, Sister Sarvice, Retired, Contracter) Select <:| Step 2

Choose Search Type

& ssan search

' Combination Search

*Last Name [-First Name Ran

[ ‘ | | [s<lect One =l ‘
[Cors ID Promation Year Group

[[s=t=ct One =l ‘ ’7 ‘

Search

Authority: Title 5 U.5.C., DoD 1400.24 SC 1950 and Title 10 U.5.C., SECAF E.O. 9297 authorizing the SSAN to be used as a system of numbering to identify persons - where applicable.
Purpose: To provide a means of positive identification for the purpose of processing applications or ratrieving data.

Routine Uses:  Blanket DoD Routine Uses,
Disclosure: Voluntary. Failure to provide the requested information may result in a delay or termination of your request.
© Copyright 2004 Air Force Parsonnel Center
Security & Privacy Policy | Contact Us

Assign Agent screen is displayed, which contains the following sections

e Associated Agent panel, showing all Agent assignments, including Pending and Approved

e Each record contains
o Name (Last, First MI)

Rank

SSAN (masked)

Branch of Service

SRID (for Senior Rater dashboard only)

Personnel Accounting Symbol (PAS) Code (for Commander dashboard only)

Phone

Email

Status (Pending or Approved)

Add Other User link

e Search for Member or Add Other User (Sister Service/Foreign Service) (Step 1) (Go to
Figure 2.9 to Add Other User)

OO0O0O0O0O00O0O0
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e Select User Type to receive correct Rank options

o
(0}
o

Air Force Military
Civilian
Other (Foreign Service, Sister Service, Retired, Contractor)
Air Force Military Search
e Search by SSAN
OR
e Combination search
0 Search by Last Name, First Name, Rank, Core ID, Promotion Year Group
Civilian Search
Search SSAN
OR
Combination search
0 Search by Last Name, First Name, Rank/Pay Grade/Pay Band, Core Career
Field ID
Other (Foreign Service, Sister Service, Retired, Contractor) Search
Search SSAN
OR
Combination search
o Search by Last Name, First Name, Rank, Branch of Service (Service
Component)

e Search Results
e Results can be sorted by

(0]

O O0OO0OO0Oo

(0]

Name

Rank

SSAN

Email

DSN

Location

Branch of Service

e Search for candidates using one of the above search methods (Step 1)
e Click Search (Step 2)
e Results are presented (if any)
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Figure 2.8.2. Agent Search Results

@ Help 12 print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Wing Commander/Equivalent v Change Role

Assign Agent

pashboard Add Other User

PRDA Associated Agent

on IName Rank [SSAN Branch of Service [PAS Code _|Phone Email Status
SOWUH JOTTE D LTc s x4-7939 Air Forcs RI0IFGOW 2027671478 FDTKt=st03@csllaxchangs.com APPROVED
RAJESWART SOMU K FRFC oo 1111 Army RI0IFGET | 1010101010 FDTKtest03@CELLEXCHANGE.COM | APPROVED
RAJESWARI SOMU K FPFC 300c-3¢-1111 Army RJOJFGOW 1010101010 FDTKtest03@CELLEXCHANGE.COM APPROVED
TAPPU MAPPU I sse w2222 army RI0IFGOW 2222222222 noFDTKtest04@CELLEXCHANGE.COM | APPROVED
JOE SMOKIN E1 o 0x-6543 Other RI0IFGOW | 6565656111 SMOKIN.JOE.CTR @RANDOLPH.AF.MIL| APPROVED
JOE SMOKIN E-1 2000-%x%-6543 Other RJOJFGBT [6565656111 SMOKIN.JOE.CTR@RANDOLPH.AF.MIL | APPROVED
SOWUH JOTTE D LTc w7939 Air Forcs RIOIFGET 2027671478 FDTKt=st03@csllaxchangs.com APPROVED
TARREU MARPU ssc w2222 army RI0IFGET | 2222222222 noFDTKEest04@CELLEXCHANGE.COM | APPROVED
MULTIN MUTCOI T CPT 200¢-x%-6155 Air Force RJOJFGOW (1234 noFDTKtestO3@CELLEXCHANGE.COM | APPROVED
MULTIN MUTCOI cPT s x4-6155 Air Forcs RI0IFGET 1234 noFDTKtest03@CELLEXCHANGE.COM | APPROVED
GSOIHYN TYEOTL B cPT w3383 Air Force RIDIFGOW | 3144967702 FDTKt=st02@csllaxchangs.com APPROVED
AAA BBB C Cwo4 :00c-xx-7 777 Navy RJOJFGBT 342324324 noFDTKtestO6@CELLEXCHANGE.COM | APPROVED
AAR BEE C cwos o0 7777 Navy RJ0IFGOW 342324324 noFDTKtest0S@CELLEXCHANGE.COM | APPROVED
GSOIHYN TYEOTL B cPT w3383 Air Force RIDIFGET | 3144967702 FDTKt=st02@csllaxchangs.com APPROVED
MOORE MANDY X RADMU oo 0-5922 Navy RI0IFGOW | 1236547850 FDTKtestdS@cellexchange.com APPROVED
LISSE ISINC T e — Air Force RJ0IFGET | 5266537 FDTKtestl3ECELLEXCHANGE.COM | APPROVED

Search for Member

Please enter the combination of “Last Name™ AND (“FirstName™ OR “"Rank”) to complete the search. For a partial search, enter “%" after the first four
characters OR enter the Core ID by itself or with a combination of other search fields.

Choose Member (to recsive ths correct ‘Rank’ options)
@ Air Force Military O civilian ) Other [Foreign Service, Sister Service, Retired, Contractor) Select
Choose Search Ty

O ssan search

® combination Search

Last Name First Name Rank

donnoe isbotl Select One ~
Core ID Promotion Year Group

Select One =

Search

Search for Member Results

Mame Email B cation [Branch of
s
DONNOE ISBOTL H CPT |FDTKtest02@CELLEXCHANGE.COM soocxx-7408 | SCOTT AFB IL Air Force

Assign Agent Jui

Authority: Title 5 U. DoD 14 SC 1950 and Title 10 U 0 ECAF E.O. 9397 autho e S5 be used as a system of numbering to identify persons - where applicable.
Purpose: To provide a means of positive identification for the purpose of processing applications o
Routine Uses:  Blanket DoD Routine Uses.

Disclosure: luntary. Failure to provide the requested informa  result in a

Security & Privacy Policy | Contact Us

e |If a desired candidate is returned in the search results
0 Click Assign Agent Jurisdiction
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Figure 2.8.3. Senior Rater Assign Agent SRID Code

@ Help 121 Print [ Logout
g

x Virtual Personnel Services Center

Welcome: CET MULTIN MUTCOI 1 Senior Rater/Endorser 53 Chanus|Raig)
Agent SRID Selection
Dashboard
m

PRDA

ADP

Please assign the SRIDs you want the Agent to oversee and click Continue.
The account expiration date cannot exceed 2 years from today's date.

Agent Name Senior Rater Name
DONNOE ISBOTL H MULTIN MUTCOI 1

Senior Rater ID (Select One or More)
unt Expirstion Date

O aguur <:| Step 1 ==¢:=:E‘m Manth [ ] <::| Step 2

Cancel = Continue <:I Step 3

e For Senior Rater Agent, one of three selections screens (e.g. series of checkboxes for SRIDs)
will be presented based on the Senior Rater access (Step 1)
0 Only one SRID assignable to the Agent
0 No SRID assignable to the Agent
0 More than one SRID assignable to the Agent
e Assign an account expiration date (Step 2)
e Click Continue or Cancel (Step 3)

Figure 2.8.4. Commander/Director Assign Agent PAS Code

@) Help 121 Print [ Logout
2

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Wing Commander/Equivalent v Change Role

Agent PAS Code Selection

Dashboard

PRDA

ADP

Please assign the PAS codes you want the Agent to oversee and click Continue.
The account expiration date cannot exceed 2 years from today's date.

Agent Name Commander Name
DONNGE ISBOTL H MULTIN MUTCOT I

PAS Code *Account Expiration Date
[ raosreet [ RoosFeow <:| Step 1 Sa\etl:tEMont: vl: : e8] <::| Step 2

Cancel  Continue <:| Step3

e For Commander Agent, one of two selection screens will be presented
e Only one PAS code assignable to the Agent based on the commander’s access (Step 1)
0 Multiple PAS codes assignable to the Agent
0 Assign an account expiration date (Step 2)
e Click Continue or Cancel (Step 3)
NOTES:
o0 Agents will have more jurisdictions when the Commander deviates from the default
system jurisdiction.
0 The RBA Global or appropriate admin needs to be aware that if a Commander wants or
needs their default jurisdiction changed and there is no commander agents currently
assigned all is ok.
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o If the Commander jurisdiction is other than 'default’ and an agent, association comes thru
then the RBA Global or appropriate admin must disapprove the request.

o |If there are currently, commander agents assigned to a Commander who is requesting a
manual jurisdiction then the RBA Global will have to make the commander aware that
these agents will now have greater jurisdiction authority then the commander will.

e The Commander will then have to manually disassociate all the agents and re-associate when
his/her jurisdiction is changed back to a 'default’ jurisdiction.

Figure 2.8.5. Agent Maintenance Review

@ Help 2 Print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Senior Rater/Endorser v Change Role

m Agent SRID Selection Review
ssignment

Senior Rater Name
MULTIN MUTCOI I

Senior Rater ID (Selected) Account Expiration Date
AQ11I Jun 26, 2008

the requastad information may result in a delay

® Copyright 2004 Air Force Personnel Center
Security & Privacy Policy | Contact Us

e System displays confirmation screen for selected jurisdiction
o Confirm information and click Save or Cancel

e Entry is created in the vPSC database with the potential new user’s account information, as
entered in the form, and the date/time of the form submission. System creates account and
sets the account status to “Pending”

e Approval is required by an RBA Base or Global Administrator
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Figure 2.9. Add Other User

@ Help 2 print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Wing Cemmander/Equivalent ;I Change Role

FLast Name

p:u:} " —| ’—'-Fir;t Name ‘ |".1idd\s Initial ‘ [ SSAN |

To select the rank, please set the Branch of Service (Service Component) and click on
Set Rank button.

*Duty Phone *Duty Email Eranch of Service (Service Component]
’7 ’7 [Selact One *| SetRank

| *The account expiration date cannot exceed 2 years from todays date.

*Account Effective Date =Account Expirstion Date
25 301 08 ’— Select Month ¥

*Justification

| Please Note: Keep the length of your comments to 500 characters or fewer. |

Add an Other User to Assign an Other user as an Agent (from Figure 2.8)

e Form is displayed with the following fields to fill out
o Name (Last, First, Middle Initial)

SSAN

Duty Phone

Duty Email

Branch of Service

Rank

PAS Code Equivalent

Justification

e Click Continue or Cancel

e Return to Figure 2.9 - 2.12 to view screen shots of the Other User data populated in the
search results area and to assign jurisdiction

O O0O0O000O0
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Figure 2.10. Deleting Agents

% @) Help 121 Print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Wing Commander/Equivalent x|  change Rale

Dashboard
PRDA
ADP
me Code
RAJESWART SOMU X 1010101010 RIOJFGET 16 May 08 APPROVED Maintain Agent Delate
A BEE C 342324324 RIDIFGET 17 Jun 08 20 Jun 08 APPROVED Maintain Agent Delete <:|

EEE C 342324324 RIDIFGOW 17 Jun 08 20 Jun 08 APPROVED Maintain Agent Delete
RAJESWART SOMU X 1010101010 RIOIFGOW 16 May 08 28 Oct D8 APPROVED Maintain Agent Delete
TAPPU MAPBU I 2223322222 RIDIFGET 18 Jun 08 20 Jun 08 APPROVED Maintain Agent Delete
10E SMoKIN £585656111 RIDIFGOW 03 Jun 08 20 Jun 08 APPROVED Maintain Agent Delete
IOE SMOKIN 6565656111 RIOJFGET 03 Jun 0B 30 Jun 08 APPROVED Maintain Agent Delete
TAPPU MAPPU I 2222222222 RIDIFGO 16 Jun 08 30 Jun 08 APPROVED Maintain Agent Delete
555 5555 § 595775555 RIOIFGET 18 Jul DB 31 3ul 08 APPROVED Maintain Agent Delete
MULTIN MUTCOT T RIDIFGOW 01 May D8 23 May 08 APPROVED Maintain Agent Delete
MULTIN MUTCOT T RIDIFGET 01 May 08 23 May 08 APPROVED Maintain Agent Delete
GSOIHYN TYEQTL B 3144967702 RIDIFGOW 08 May 08 31 May 08 APPROVED Maintain Agent Delete
SOWUH JOTTE D 2027671478 RIOIFGOW 20 May 08 15 Dec 09 APPROVED Maintain Agent Delete
SOWUH JOTTE D 2027671478 RIDIFGET 20 May 08 15 Dec 03 APPROVED Maintain Agent Delete
MOORE MANDY X 1236547890 RIOJFGOW 11 Feb 08 18 Feb 03 APPROVED Maintain Agent Delete
GSOIHYN TYEQTL B 3144967702 RIDIFGET 12 Fab 08 02 Fab 03 PROVED Maintain Agent Delate
LISSE ISIN C 9266537  RIODIFGOW 04 Mar 08 18 Dec 08 PROVED Maintain Agent Delate
LISSE ISIN C 9266337  RIOIFGET 04 Mar 08 18 Dac 08 APPROVED Maintain Agent Delete

Assign Agent Role

Jurisdiction
PAS Code: RIDIFGOW PAS CODE Description: 7
Subordinate Level 1 | select =l SetPAS
Selected PAS Code:RIDIFGOW PAS CODE Description: 0558 FLYING TRAINING 5Q RANDOLPH AFB TX 78150-4428 - 0000
Personnel Records Search
Development Flan Status [ar—— ™ Retrieve Personnel List

Authority: Title 5 U.S.C., DoD 1400.34 SC 1950 and Title 10 U.5.C., 8013; SECAF E.O. 9397 authorizing the SSAN to be used as a system of numbering to identify parsons - where applicable.
Purpose: To provide a means of positive identification for the purpose of processing applications or ratrieving data.
Routine Uses:  Blanket DoD Routine Uses,

Disclosure: Voluntary. Failure to provide the requested information may result in a delay or termination of your request.

Copyright 2004 Air Force Personnel Centar

Security & Privacy Policy | Contact Us

e Click Delete from the Agent List on the Senior Rater/Endorser or Commander Dashboard to
disassociate the Agent.
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Figure 2.10.1. Remove Agent Review

@) Help 121 Print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Senior Rater/Endorser hd Change Role
Remove Agent Role Review For Senior Rater

Delete Cancel

Dashboard Remave Agent Role Review

PRDA

You are about to delete the Agent Role specified below.
Do you want to continue?

'You are about to delste the Agent Role for: MAJ YWONH DIVUD S sssociated with your SRID:AQA1I

Do you want to continus?
s | <:|

1950 and Title 10 U.5. CAF E.O. uthorizing the SSAN to be used as a system of numbering to identify persons - where applicable.

Purpose: f dentification for the purp cessing applicati r ratrieving data.
Routine Uses: Bla D Routine Uses.
Disclosure: Voluntary. Failure to provide the requested information may result in a dela erminati

ight 2 Air Force Personnel Center

Security & Privacy Policy | Contact Us

e System displays confirmation screen
0 Click Delete or Cancel
e System removes Agent association and notifies Agent of this action
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Figure 2.11. Edit Agent Information

Virtual Personnel Services Center (vPSC) - Microsoft Internet Explorer provided by USAF

Fls Edk View Favortes Tooks Help

Que-©Q WE@®G P

ndhess @) fupscldashis o v B0  Favories

@ Help 2 print [ Logout

Welcome: 85 BARRETT MARK A Wing Comrnander/Equivalent v thange Role
My Sections Commander/Equivalent Dashboard
Dashboard Notifications
— [Eubiect [Dstel [Etatus [Action
s “Manua\ urizdiction has been removed 22 Sep 08 Hew ] u
Agents
RankiPa [Phone [PAS Code [Start Date |Status
Grade/Pa:
Band
BRASWELL DWIGHT R coL 5747801 RIQFDNK 17 Sep 08 30 Sep 08 APPROVED  Maintain Agent Delate
BRASWELL DWIGHT R coL 5747801 RIDIFCEM 17 Sep 08 20 Sep 08 APPROVED Maintain Agent
BRASWELL DWIGHT R coL 5747801 RILFCSE 17 Sep 08 30 Sep 08 APPROVED  Maintain Agent Delate
Assign Agent Role
Jurisdiction
PAS Code: LELCFCE7 PAS CODE Description: 0001 FIGHTER W3 LANGLEY AFB WA 23£65-2291 - 0000
Subordinate Level 1 Select v SetPAS
Subardinate Level 2 Ho Selection ¥
Subardinate Level 3 Ho Selection ¥
Selected PAS Code:LEICFCIT PAS CODE Description: 0001 FIGHTER W& LANGLEY AFB VA 23665-2291 - 0000
Personnel Records Search
Development Plan Status Al v Retrieve Personnel List

numbering

Routine Usas:
Disclosure:

&] Done & Local ntranet

e Click Maintain Agent from the Dashboard
o System displays Agent Maintenance screen
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Figure 2.11.1. Agent Maintenance

-2 Virtual Personnel Services Center, (vPSC) - Microsoft Internet Explorer provided by USAF

Fie Edt Vew Favortes Tooks Help

Qe - ) Iﬂ lﬁ] N /VESEarEh ‘-j"\}*Favuntes & - & i 3

Adrass | ] http: fikevpsc-gitkgo:9081 jvpsc/dashboard/commander. s

v Ben  Favoites ?

@ Help =i Print [ Logout

Virtual Personnel Services Center

Welcome: BG BARRETT MARK A Wing Comrander/Equivalent A thange Role
Hif St Agent Maintenance
Dashboard Agent Profile | cancel i save Profile
Last Hame 55N
CRER BRASWELL oo 4728
ADP First Harne Duty Phane
DWIGHT 5747801
Middle Initial Duty Email
R jose.sanchez. ctr@randolph, af. mil
Branch of Service Rank
Alr Farce coL

#The account information expiration date cannot exceed 2 years from today's date.

*#ccount Expiration Date
30 [ september w2008 ]

PAS Code Selection

RJDJIFDMNK D LE1CFD72 D LELCFHYER D LE1CFKTS D LEL1CFKIT D LE1CFK36E
[ Lescrrox 4 ramrcen [ Lesernwz [ Lescrcar [ cercrar [ Lescrrok
[ texcroas [ teacrosz [ tereress [ watcrar [ tesermss [ tescronw
D LELCFMIC D LE1CFK7S D LELCFYER D LELCFFKN D LE1CFDOP D LE1CFNHY
[ tescrozs [ teacrnoy [ Lescrkow [ Lescreas [ tercroek [ Leacrarn
D LE1CFHOZ RIDIFCCR D LELCFIRK D LELCFMHE D LE1CFTM1 D LE1CFMIB

[ Lexcrre

i Justification

Please note: Keep the length of your comments to 1000 characters or fewer.

Cancel Save Profile

&] Done: & Local intranet

e Add and remove the Agent’s jurisdiction by selecting from the list

e Update Account Expiration date

e User can edit Agent’s Basic Information

o0 Basic information is read-only if the Agent was added from Military Personnel Data

System (MilPDS) or Defense Civilian Personnel Data System (DCPDS). Agent
Basic Information is editable if the Member was manually added to vPSC

e Click Save Profile or Cancel

e System saves changes and returns to the Agent List
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Chapter 3 ROLE BASED ACCESS (RBA)

3. Role Based Access (RBA)
3.1. Definition
RBA is a nondiscretionary access control mechanism, which allows and
promotes the central administration of an organizational specific security policy. RBA provides
a means of naming and describing relationships between individuals and rights. RBA describes
the access and administration to be employed to document needs for the Personnel Records
Display Application (PRDA), Airman Development Plan (ADP) and be extensible to future
modules. A user may acquire a role in vPSC in three ways. These role acquisition types are
defined below:
e System — the system grants the role to the user at login based upon information specific to
the user derived from MilPDS, DCPDS, or AFPROMS
e Assigned — an Administrator grants the role to the user
e Associated — another user grants the role to the user. An associated role requires a RBA
approval
3.1.1. RBA and PRDA are separate applications and have separate “buttons” on AFPC Secure
and the AFP.
3.2. Roles
Figure 3-1, PRDA Roles Table, depicts the roles within the RBA application and jurisdiction of
each of those roles based on user type and contains the following information (ADP roles are not
listed in this figure):
Role: Column one contains the title of each role.
Role Description: Column two contains a description of each role.
Role Assignment: Column three contains the jurisdiction for each role.
Role Assignment: Column four contains whether a role is system derived/manually
assigned or both, which administrator is responsible for granting access to each role,
and if the role is an optional role.
e Viewed Documents: Column five contains what documents each role has access to.
3.2.1. RBA Base Administrators have the authority to grant the following roles:
e *Rater/Supervisor
*Rater’s Rater
*Superintendent
*Division Chief
*Branch Chief
*Section Chief
Wing Commander/Director
Group Commander/Director
Unit Commander/Director
Squadron Section Commander/Director
Command Chief Master Sergeant
*First Sergeant
*Acting First Sergeant
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e Investigator
e Legal
e *Commander Support Staff HR Specialist
e MPF HR Specialist (MPS)
e RBA Unit Administrator
e RBA Base Administrator
*These roles fall into the purview of the RBA Unit Administrator with commander
concurrence; however, the capability exists to grant these roles at the base level also.
3.2.1.1. RBA Base Administrators also have the authority to approve/disapprove agent
assignments and are notified via their dashboard.
3.2.1.2. RBA Base Administrators will not grant the roles of RBA Board Admin, AF Central
Selection Board (member), Management Level Review (MLR) Board (member), or Senior
Airman Below-the-Zone Board (member) until further notice.
3.2.1.2.1. These roles are not functional at this time.
3.2.2. RBA Unit Administrators have the authority to grant the following roles with
concurrence from their unit commander:
e Rater/Supervisor
Rater’s Rater
Superintendent
Division Chief
Branch Chief
Section Chief
First Sergeant
Acting First Sergeant
Commander Support Staff HR Specialist
RBA Unit Administrator
3.2.3. ML/HR Specialists have the authority to grant the role of Senior Rater.
3.2.3.1. The ML/HR Specialist is assigned by the ML Global Administrator.
3.2.4. Senior Raters, all level of Commanders /Director Equivalents and Squadron
Section Commanders can assign his/her administrative function to an Agent. The Agent can be
an Air Force member, civilian, or an “Other” user. The assigned Agent has all the features of the
Senior Rater or Commander based on the jurisdiction requested except the ability to assign or
remove an Agent, and submit a development plan to AFPC (applies to Senior Rater Agent only).
Agents can also remove an existing Agent assignment.
3.2.5. Role Jurisdiction. Each PRDA role has a jurisdiction that determines the domain of
people to which the role can be applied. There are three types of jurisdictions in RBA:
e System — the jurisdiction is determined by the system
e Assigned — the jurisdiction is defined by an Administrator
e Associated — the jurisdiction is the jurisdiction of the role that was granted
3.2.6. Many roles have manual jurisdiction that can be entered to override systemic jurisdiction.
Manually assigned jurisdiction follows templates specific to the role. Figure 3.2 depicts the
template used for each role.
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Figure 3.1 Personnel Records Display Application (PRDA) Roles Chart (see all notes)

Role
(D=System
Derived
Assignment)
(M=Manual
Assignment)

Description

When reading military records...

Role Assignment
(Mil=AF Military)
(Civ=DoD Civilian)
(Other=Sister Service , Foreign
Service, or Contractor)

What documents
can this role
view...?

Self
(member,
or ratee)

(D)

An Air Force active duty, guard, or
reserve enlisted or officer or an
Individual Mobilized Augmentee
(IMA).

User has access to his or her record when they have a person record in
MilPDS where file type - 'BA', 'AA, 'AR’, 'BR', 'AG', 'BG'; exclude record
status 83; AT, OT, RA and RB file types.

This role is derived and cannot be
manually assigned.

Unit Personnel Record Group
(UPRG) and “ARMS”
Selection Folder.

Rater or Supervisor
(sometimes referred
to as Reviewing
Official) (D/M)

An officer, enlisted, or civilian
whom is the member’s immediate
supervisor. This person normally
coordinates on most personnel
actions pertaining to the member.

User can read person record(s) in MilPDS when user SSN is = SSN in 'rater'
or 'supervisor SSN' field of person record(s).

When user is civilian and reading military records...

User can read person record(s) in MilPDS when user 'SSN' match the MilPDS
‘supervisor SSN' field of person record(s)

OR 'last name', 'first name' and 'grade’ match the MilPDS 'supervisor last
name', ‘supervisor first name', 'supervisor grade' fields of person record(s).

This is a derived role assignment but
may also be assigned manually by
the RBA Unit Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

All Grades.

Rater’s Rater or
Reviewer (M)

The second evaluator in the rating
chain, after the rater.

User has access to person records where the user has been granted access to an
individual record. This role is a manual role assignment only.

This role is an optional manual role
assignment granted with commander
concurrence.

Assigned by the RBA Unit Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

All Grades.

Command Chief
Master Sergeant
(CCM) (D/IM)

An individual in the rank of Chief
Master Sergeant that advise
commanders on matters impacting
the enlisted force such as proper
utilization, quality of enlisted
leadership, management/supervisor
training, operations tempo, and
quality of life.

User PAS = person PAS and user person record PAS = ALL Subordinate PAS
to user. User can read all person record(s) where file type = 'AA", 'AR', 'AG'
and service component ='R' OR 'V' OR 'G" and record status not 'null' OR '83'.

Role derived by Grade = *39° AND DAFSC = ‘9E000’.

This is a derived role assignment but
may also be manually assigned for
military only by the RBA Base
Admin.

Unit Personnel Record Group
(UPRG).

Enlisted records only.

Superintendent (M)

An individual who is in charge of
wing or group level functions or
functions within a squadron having
either oversight of functions within
other squadrons or within the same
squadron.

User has access to person records were user PAS Admin = person record PAS
Admin AND user 'office symbol' LIKE 'office symbol' of person. User can
read all person record(s) where file type = 'AA', 'BA', 'AR’, 'BR’, 'AG', 'BG'
and service component ='R' OR V' OR 'G' and record status not 'null'’ OR
'83'.

This role is an optional/ manual role
assignment granted with commander
concurrence.

Assigned by the RBA Unit Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

Lt Col and below.
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Role
(D=System
Derived
Assignment)
(M=Manual
Assignment)

Description

When reading military records...

Role Assignment
(Mil=AF Military)
(Civ=DoD Civilian)
(Other=Sister Service , Foreign
Service, or Contractor)

What documents
can this role
view...?

Division Chief (M)

An individual in charge of a division
with at least two subordinate
branches and organized as an
administrative or functional unit.

User has access to person records were user PAS Admin = person record PAS
Admin AND user 'office symbol' LIKE 'office symbol' of person. User can
read all person record(s) where file type = 'AA', 'BA', 'AR’, 'BR', 'AG', 'BG'
and service component ='R' OR 'V' OR 'G' and record status not 'null' OR '83'

This role is an optional/ manual role
assignment granted with commander
concurrence.

Assigned by the RBA Unit Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

Lt Col and below.

Branch Chief (M)

An individual in charge of a branch
with at least two subordinate
sections and performs all or part of
the primary functions of the parent
activity on a smaller scale.

User has access to person records were user PAS Admin = person record PAS
Admin AND user 'office symbol' LIKE 'office symbol' of person. User can
read all person record(s) where file type = 'AA', 'BA', 'AR’, 'BR’, 'AG', 'BG'
and service component ='R' OR 'V' OR 'G' and record status not 'null' OR '83'

This role is an optional/ manual role
assignment granted with commander
concurrence.

Assigned by the RBA Unit Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

Lt Col and below.

Section Chief (M)

An individual in charge of a section
with at least two subordinate work
centers or elements.

User has access to person records were user PAS Admin = person record PAS
Admin AND user 'office symbol' LIKE 'office symbol' of person. User can
read all person record(s) where file type = 'AA', 'BA', 'AR’, 'BR’, 'AG', 'BG'
and service component ='R' OR 'V' OR 'G" and record status not 'null' OR '83'

This role is an optional/ manual role
assignment granted with commander
concurrence.

Assigned by the RBA Unit Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

Lt Col and below.

Wing Commander
or Equivalent
(DIM)

or

Wing Director or
Equivalent (M)

An officer or civilian designated as
the commander of an organization
below the NAF and above a group
level. A wing is responsible for
maintaining the installation and may
have several squadrons in more than
dependent group.

User has access to person record(s) with same PAS OR 'Subordinate PAS' as
user according to PAS Code Hierarchy.

User can read person records in MILPDS where File Type ='AA’, 'BA', 'AR’,
'BR', 'AG', 'BG' AND Service Component = 'R" OR "V"; OR "G" AND
Record Status not 'Null" OR '83' AND (Member PAS = Commander PAS or
Member PAS = ALL Subordinate PAS to Commander).

Role derived by:

Wing Commander: DAFSC = *-91WO0’ or DAFSC and PAFSC = *90G0’.
Wing Director: is authorized manual jurisdiction assignment for Mil, Civ, and
other.

When manually assigned user can read person record(s) based on a manual
jurisdiction assignment.

This is a derived role assignment but
can also be manually assigned by the
RBA Base Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

All grades within jurisdiction.
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Role
(D=System
Derived
Assignment)
(M=Manual
Assignment)

Description

When reading military records...

Role Assignment
(Mil=AF Military)
(Civ=DaD Civilian)
(Other=Sister Service , Foreign
Service, or Contractor)

What documents
can this role
view...?

Group Commander
or Equivalent
(DIM)

or

Group Director or
Equivalent (M)

An officer or civilian designated as
the commander of an organization
below the wing and above the
squadron level. A group usually has
two or more subordinate units.

User has access to person record(s) with same PAS OR 'Subordinate PAS' as
user according to PAS Code Hierarchy.

User can read person records in MILPDS where File Type ='AA', 'BA', 'AR’,
'BR', 'AG', 'BG' AND Service Component = 'R" OR "V"; OR "G" AND
Record Status not 'Null" OR '83' AND (Member PAS = Commander PAS or
Member PAS = ALL Subordinate PAS to Commander).

Role derived by:

Group Commander: DAFSC = “-10C0’,

*-20C0’, *-30C0’, *-40C0’, “-60CO0’.

Group Director: is authorized manual jurisdiction assignment for Mil, Civ,
and other.

When manually assigned user can read person record(s) based on a manual
jurisdiction assignment.

This is a derived role assignment but
can also be manually assigned by the
RBA Base Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

All grades within jurisdiction.

Unit Commander or
Equivalent (D/M)
or

Unit Director or
Equivalent (M)

An officer or civilian designated for
administrative purposes as the
squadron commander. The
squadron is the basic unit in the Air
Force. Squadron vary in size
according to responsibility.

User has access to person record(s) with same PAS OR 'Subordinate PAS' as
user according to PAS Code Hierarchy.

User can read person records in MILPDS where File Type ='AA’, 'BA', 'AR’,
'BR', 'AG', 'BG' AND Service Component = 'R" OR "V"; OR "G" AND
Record Status not 'Null" OR '83' AND (Member PAS = Commander PAS or
Member PAS = ALL Subordinate PAS to Commander).

Role derived by:

Unit Commander: First character of both the DAFSC =’C’ or DAFSC =
*80C0, ‘81C0’, or ‘91CO0 and grade >/= ‘04’. Office symbol is = CC.

Unit Director: is authorized manual jurisdiction assignment for Mil, Civ, and
other.

When manually assigned user can read person record(s) based on a manual
jurisdiction assignment.

This is a derived role assignment but
can also be manually assigned by the
RBA Base Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

All grades within jurisdiction.

Squadron Section
Commander or
Equivalent (D/M)
or

Squadron Section
Director or
Equivalent (M)

An officer designated for
administrative purposes as a liaison

to a wing, group or unit commander.

Normally manages a commander’s
support staff.

User has access to person record(s) with same PAS OR 'Subordinate PAS' as
user according to PAS Code Hierarchy.

User can read person records in MILPDS where File Type ='AA’, 'BA', 'AR’,
'BR', 'AG', 'BG' AND Service Component = 'R" OR "V"; OR "G" AND
Record Status not 'Null" OR '83' AND (Member PAS = Commander PAS or
Member PAS = ALL Subordinate PAS to Commander).

Role derived by:

Squadron Section Commander: DAFSC = ‘C38F1Q’ or C38F3Q’ and (MIL)
Member PAS= Sq Section Commander PAS.

Squadron Section Director: is authorized manual jurisdiction assignment for
Mil, Civ, and other.

When manually assigned user can read person record(s) based on a manual
jurisdiction assignment.

This is a derived role assignment but
can also be manually assigned by the
RBA Base Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

All grades within jurisdiction.
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Role
(D=System
Derived
Assignment)
(M=Manual
Assignment)

Description

When reading military records...

Role Assignment
(Mil=AF Military)
(Civ=DaD Civilian)
(Other=Sister Service , Foreign
Service, or Contractor)

What documents
can this role
view...?

Commander’s
Agent (M/D)

An individual designated by the
proper authority to complete
designated actions as determined by
the respective process. This role is a
manual assignment by the
designator. Examples are acting
commander, acting director,
executive officer, etc.

User has been associated with a person record. Example: a Commander as the
Commander's agent has access to person records based on the jurisdiction
requested by the Commander who requested the role. The commander can
select jurisdiction to all PAS Codes with in his/her PAS Hierarchy or a
specific PAS Code(s).

This role is manually granted by the
designating individual. Once
granted, the role is derived.

Assigned by the
commander/Approved by the RBA
Base Administrator.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

All grades in given
jurisdiction.

Senior Rater
/Endorser (D)

The evaluator designated by the ML
who completes the Performance
Recommendation Form and also
serves as reviewer on the OPR.
(Enlisted) --Position that the
MAJCOM, field operating agency,
direct reporting unit, and other
organizations with Air Force
enlisted personnel designate to be
the highest level endorser in the
ratee’s rating chain. For AD
members, senior raters must be at
least a colonel or civilian equivalent
(GS-15 or higher), serving as a wing
commander or equivalent. For non-
AD members, a lieutenant colonel
serving as a wing or group
commander may be the senior rater.

User can read to all where file type = 'AA', 'BA', 'AR’, 'BR', 'AG', 'BG' and
service component = 'R' OR 'V' OR 'G' and record status not 'null' OR '83'.

Role derived by: where SRID is the SRID found in the person record in
MilPDS.

SSN is validated in AFPROM and SRID returned.

When the user is Military... User has a person records in AFPROMS.

When the user is Civilian... User has a person record in AFPROM OR User
record in DCPDS must be the 1% SES or general officer in the review chain.

When user is Other... User has access to person records(s) through
association OR user has manual role assignment.

When manually assigned user can read person record(s) based on a manual
jurisdiction assignment.

This is a derived role assignment but
can also be manually assigned the
ML/HR Specialist or RBA Global
Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

“ARMS” Selection Folder.

All grades within jurisdiction.

Senior Rater Agent
(M/D)

An individual designated by the
Senior rater to complete designated
actions as determined by the
respective process. This role is a
manual assignment by the Senior
Rater. Examples are acting Senior
Rater, executive officer, etc.

User has been associated with a person record. Example: a Senior Rater as the
Senior Rater's agent has access to person records based on the jurisdiction
requested by the Commander who requested the role. The commander can
select jurisdiction to all PAS Codes with in his/her PAS Hierarchy or a
specific PAS Code(s).

This role is manually granted by the
designating individual. Once
granted, the role is derived.

Assigned by the
commander/Approved by the base
RBA Administrator.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

“ARMS” Selection Folder

All grades in given
jurisdiction.
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Role
(D=System
Derived
Assignment)
(M=Manual
Assignment)

Description

When reading military records...

Role Assignment
(Mil=AF Military)
(Civ=DaD Civilian)
(Other=Sister Service , Foreign
Service, or Contractor)

What documents
can this role
view...?

First Sergeant

A senior enlisted member who

User has access to person records where entire PAS Code and/or PAS Admin

This role is a derived role

Unit Personnel Record Group

(D/IM) reports directly to the commander. Code matches the user PAS or PAS Admin Code. assignment but can also be manually | (UPRG).
They are typically responsible for User has access to all person record(s) where file type = 'AA’, 'AR’, 'AG' and assigned by the RBA Unit Admin.
the morale, welfare, and conduct of service component = 'R' OR 'V' OR 'G' and record status not 'null’ OR '83". Enlisted records only.
all the enlisted members under the Role derived by: Manual assignment authorized of mil
command of the unit commander. DAFSC AND CAFSC = 8F000 AND Office symbol = CCF. only.
When manually assigned user can read person record(s) based on a manual
jurisdiction assignment.
Acting First An individual appointed by the User can read person record(s) based on a manual jurisdiction assignment of This role is a manual assignment Unit Personnel Record Group
Sergeant (M) commander to act in the absence of SSN, PAS Code, PAS Admin or a combination of PAS Code and PAS granted by the RBA Unit Admin. (UPRG).

the First Sergeant.

Admin.

Manual assignment authorized of mil
only.

Enlisted records only.

Investigator (M)

An officer, enlisted or civilian user
in AFSC 71SX, 7S0X1, 31PX,
3P0X1, or equivalent performing
duties requiring access to data or
documents.

User can read person record(s) based on a manual jurisdiction assignment of
SSN, PAS Code or a combination of PAS Code and Person name.

This role is a manual assignment
granted by the RBA Base Admin.

Manual assignment authorized of
mil, civ, sister svs and foreign svs.

Unit Personnel Record Group
(UPRG).

All grades.

Legal (M) An officer, enlisted or civilian user User can read person record(s) based on a manual jurisdiction assignment of This role is a manual assignment Unit Personnel Record Group
in AFSC 51JX or 5J0X1, or SSN, PAS Code or a combination of PAS Code and Person name. granted by the RBA Base Admin. (UPRG).
equivalent performing duties
requiring access to data or Manual assignment authorized of All grades.
documents. This role is a manual mil, civ, sister svs and foreign svs.
assignment.
Commander An officer, enlisted, civilian or User can read any person record(s) whose entire PAS Code and/or PAS This role is an optional manual Unit Personnel Record Group
Support Staff (CSS) | contractor assigned to the Admin Code = user. User can read person records in MILPDS where File assignment granted by the RBA Unit | (UPRG).

HR Specialist (M)

Commander’s Support Staff within
a unit and performing duties in a
personnel or admin capacity.
Example: PRP Monitor.

Type ='AA', 'BA', 'AR’, 'BR', 'AG', 'BG' AND Service Component ='R" OR
"V"; OR "G" AND Record Status not 'Null" OR '83'. Manual Jurisdiction
can also be granted for a combination of Functional Category AND Service
Component or Reserve Section Code AND Service Component.

Admin.

Manual assignment authorized of
mil, civ, or other.

Lt Col and Below.

Military Personnel
Flight

(MPF) HR
Specialist (M)

An officer, enlisted, civilian or
contractor assigned to the Military
Personnel Flight at a base
designated to perform in a HR
capacity.

User can read any person record where first two characters of PAS Code
(MPF ID) = users. User can read person records in MILPDS where File Type
='AA, 'BA, 'AR', 'BR', 'AG', 'BG' AND Service Component = 'R" OR "V";
OR "G" AND Record Status not ‘Null" OR '83'. Manual Jurisdiction
assignment can also be granted by SSN, PAS Code, PAS Admin or a
combination of PAS Code and PAS Admin, Functional Category AND
Service Component or Reserve Section Code AND Service Component.

This role is a manual assignment
granted by the RBA Base Admin.

Manual assignment authorized of
mil, civ, or other.

Unit Personnel Record Group
(UPRG).

Lt Col and Below.
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Role

(D=System
Derived
Assignment)
(M=Manual
Assignment)

Description

When reading military records...

Role Assignment
(Mil=AF Military)
(Civ=DaD Civilian)
(Other=Sister Service , Foreign
Service, or Contractor)

What documents
can this role
view...?

Management Level
(ML) HR Specialist
(M)

An officer, enlisted, civilian or
contractor assigned to a DoD
organization (i.e. major command)
where the senior official reports
directly to the SecDef, SecAF,
Chairman Joint Chiefs of Staff,
CSAF, or State Adjutant General or
Governor for Air National Guard.

This role is a dual viewing and assignment role and has access to both PRDA
and RBA. Has the capability to assign Sister Service and Civilian member to
the role of Senior Rater by default jurisdiction or SRID.

User has access to all person record(s) in MilPDS where 3rd & 4th digits of
record's PAS = 3rd & 4th digits of user's PAS. NOTE: For MilPDS person
record = file type - 'BA', 'AA', 'AR’, 'BR', 'AG', 'BG"; exclude record status 83;
AT, OT, RA and RB file types. Manual Jurisdiction assignment can also be
granted by SSN, MAJCOM ID, Management Level ID or a combination of
PAS Code and PAS Admin, Functional Category AND Service Component or
Reserve Section Code AND Service Component.

This role is a manual assignment
granted by the RBA Global.

Manual assignment authorized of
mil, civ, or other.

Thisrole is a

“ARMS” Selection Folder

Lt Col and Below.

AF Central
Selection Board
(M) (member)

Individuals who have been assigned
and designated to perform a function
on an Air Force Promotion Board.
This role is a manual assignment.

User can read person record(s) based on a manual jurisdiction assignment of
SSN, Person Name or Board ID.

This role is not authorized for use at
this time.

Selection Folder.

Lt Col and Below.

Management Level
Review (MLR)
Board (member)
(M)

Individuals who have been assigned
and designated to perform a function
on a Management Level Review
Board.

User can read person record(s) based on a manual jurisdiction assignment of
SSN, Person Name or Board ID.

This role is not authorized for use at
this time.

Selection Folder.

Lt Col and Below.

Senior Airman
Below-the-Zone
Board (member)

Individuals who have been assigned
and designated to perform a function
as a Board Member on a StA BTZ
Board.

User can read person record(s) based on a manual jurisdiction assignment of
SSN or Person Name.

This role is not authorized for use at
this time.

Selection Folder.

Lt Col and Below.

NOTES:

1. All manually assigned roles carry an expiration date.
2. When reading derived records all data must be accurate in MilPDS, DCPDS/Business Objects, or AFPROMS.
3. The following roles are not authorized for use and will not be assigned until further notice: AF Central Selection Board (member), Management Level Review (MLR) Board (member), or Senior Airman Below-the-

Zone Board (member).

4. Guidance as it relates to Officer and SNCO Selection Folder review has not changed. The documents viewed in PRDA do not comprise a member’s complete selection folder. Review of the Officer Selection Brief
(OSB), Data Verification Rip (DVR), and Officer and Senior NCO selection folder is still required. Selection folder contents can be obtained by written request to HQ AFPC/DPPBR2, 550 C Street West, Suite 5,
Randolph AFB TX 78150-4707 or at http://ask.afpc.randolph.af.mil/ under Officer or Enlisted Promotions.
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Figure 3.2 Administrator Roles Chart (see all notes)

Role

(D=System
Derived
Assignment)
(M=Manual
Assignment)

Description

When reading military records...

Role Assignment
(Mil=AF Military)
(Civ=DoD Civilian)
(Other=Sister Service , Foreign
Service, or Contractor)

What documents
can this role
view...?

Management Level
(ML) HR Specialist
(M)

An officer, enlisted, civilian or
contractor assigned to a DoD
organization (i.e. major command)
where the senior official reports
directly to the SecDef, SecAF,
Chairman Joint Chiefs of Staff,
CSAF, or State Adjutant General or
Governor for Air National Guard.

This role is a dual viewing and assignment role and has access to both PRDA
and RBA. Has the capability to assign Sister Service and Civilian member to
the role of Senior Rater by default jurisdiction or SRID.

User has access to all person record(s) in MilPDS where 3rd & 4th digits of
record's PAS = 3rd & 4th digits of user's PAS. NOTE: For MilPDS person
record = file type - 'BA', 'AA', 'AR’, 'BR', 'AG', 'BG"; exclude record status 83;
AT, OT, RA and RB file types. Manual Jurisdiction assignment can also be
granted by SSN, MAJCOM ID, Management Level ID or a combination of
PAS Code and PAS Admin, Functional Category AND Service Component or
Reserve Section Code AND Service Component.

This role is a manual assignment
granted by the RBA Global.

Manual assignment authorized of
mil, civ, or other.

This role is a

“ARMS” Selection Folder

Lt Col and Below.

RBA Unit Level Individuals designated to provide User has access to all person record(s) where PAS Code and/or PAS Admin This role is a manual assignment None.
Admin (M) access and/or manually assign or code matches. granted by the RBA Base or RBA
remove roles at the unit level. Unit Admin.
User can assign individual sfrom vPSC, MilPDS, DCPDS and Business
Object person records. NOTE: For MilPDS person record = file type - 'BA', Manual assignment authorized of
'‘AA,'AR', 'BR, 'AG', 'BG'; exclude record status 83; AT, OT, RA and RB file | mil, civ, or other.
types. Contractor assignments must be built using “Add record”.
RBA Base Level Individuals designated to provide User has access to all person record(s) where 1st two digits of PAS Code Assigned by RBA Global or RBA None.
Admin (M) access and/or manually assign or matches. Base Admin.
remove roles at the base or unit
level. User can assign individuals from vPSC, MilPDS, DCPDS and Business Manual assignment authorized of
Object person records. NOTE: For MilPDS person record = file type - 'BA', mil, civ, or other.
They also approve agent and other '‘AA, 'AR', 'BR', 'AG', 'BG'; exclude record status 83; AT, OT, RA and RB file
user associations within their types. Contractor assignments must be built using “Add record”.
jurisdiction.
RBA Global Admin | Individuals designated to manage User can assign individuals from vPSC, MilPDS, DCPDS and Business Assigned by RBA Global Admin. None.

(M)

access or permissions and/or
manually assign or remove roles at
all levels. This role resides at HQ
AFPC/DPS/DPA/DP, AFRC/A1X
and NGB/A1PS only.

They also approve agent user
associations within their
jurisdiction.

Object person records. NOTE: For MilPDS person record = file type - 'BA',
'AA', 'AR', 'BR', 'AG', 'BG'; exclude record status 83; AT, OT, RA and RB file
types. Contractor assignments must be built using “Add Record”.

Manual assignment authorized of
mil, civ, or other.

RBA Board (M)
Admin

Individuals who have been assigned
and designated to perform

User can read person record(s) based on a manual jurisdiction assignment of
SSN or Person Name.

This role is not authorized for use at
this time.

Selection Folder.
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administrative board functions. Lt Col and Below.

1. All administrator roles carry an expiration date.

2. Civilian and AF Military member data is read from DCPDS and MilPDS; however, “Other” users (Contractor, Joint-Service and Foreign Service) must be added.

3. When reading derived records all data must be accurate in MilPDS, DCPDS/Business Objects, or AFPROMS.

4. RBA Base Administrators will not grant the roles of RBA Board Admin, AF Central Selection Board (member), Management Level Review (MLR) Board (member), or Senior Airman Below-the-Zone Board
(member) until further notice.

4. The following roles listed within the RBA application drop-downs do not pertain to PRDA and should not be assigned unless directed by another program: ADP Admin, AO/CFMT, DE Admin, DE ML/HR
Specialist, DPA/DP1 Admin, EO Admin, EO BPO, EO Director, EO MAJCOM, and EO Specialist.

Figure 3.3 Manual Jurisdiction Assignments

Role Assigned Number
Jurisdiction Clause of
Abbreviation Name Number Description Number Field Values
actgfrstsgt Acting First 1| SSAN 1| SSAN 10
Sergeant 2 | PAS Code OR PAS Admin 1 | PAS Code 5
2 | PAS Admin 5
3 | PAS Admin 1 | PAS Admin 5
4 | PAS Code 1 | PAS Code 5
afpromo 1| SSAN 1 | SSAN 60
AF Central 2 | Person Name 1 | Person Name 60
Selection Board 3 | Board ID 1 | Board ID 1
brchief Branch Chief 1 | PAS Code AND Office Symbol 1 | PAS Code 5
AND Employee Type 2 | Office Symbol 5
3 | Employee Type Choice
2 | PAS Code AND Office Symbol 1 | PAS Code 5
AND DAFSC AND Employee Type 2 | Office Symbol 5
3 | DAFSC 5
4 | Employee Type Choice
csshrspec CSS HR 1| SSAN 1| SSAN 60
Specialist 2 | PAS Code 1 | PAS Code 10
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Role

Assigned Number
Jurisdiction Clause of
Abbreviation Name Number Description Number Field Values
3 | PAS Admin 1 | PAS Admin 10
4 | PAS Code OR PAS Admin 1 | PAS Code 10
2 | PAS Admin 10
5 | Functional Category AND Service Functional
Component 1 | Category 5
Service
2 | Component Choice
6 | Reserve Section Code AND Criteria are hard coded to
Service Component RSC is hardcoded to = 'MA', 'MB',
‘MC', 'MD', 'ME', 'MH', 'MR', 'MT", 'MX',
'MZ', 'NC' 'ND' ,'TA"','TB' ,'TC' AND
"TD'; SVC COMP ="'V' (Reserve)
divchief Division Chief 1 | PAS Code AND Office Symbol 1 | PAS Code 5
AND Employee Type 2 | Office Symbol 5
3 | Employee Type Choice
2 | PAS Code AND Office Symbol 1 | PAS Code 5
AND DAFSC AND Employee Type 2 | Office Symbol 5
3 | DAFSC 5
4 | Employee Type Choice
frstsgt First Sergeant 1| SSAN 1 | SSAN 10
2 | PAS Code OR PAS Admin 1 | PAS Code 5
2 | PAS Admin 5
3 | PAS Admin 1 | PAS Admin 5
4 | PAS Code 1 | PAS Code 5
groupcmd Group 1 | PAS Code AND Office Symbol 1 | PAS Code 5
Commander / AND Employee Type 2 | Office Symbol 5
Equivalent 3 | Employee Type | Choice
2 | PAS Code AND Employee Type 1 | PAS Code 5
2 | Employee Type Choice
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Role

Assigned Number
Jurisdiction Clause of
Abbreviation Name Number Description Number Field Values
groupdir Group Director / 1 | PAS Code AND Office Symbol 1 | PAS Code 5
Equivalent AND Employee Type 2 | Office Symbol 5
3 | Employee Type Choice
2 | PAS Code AND Employee Type 1 | PAS Code 5
2 | Employee Type Choice
investigator Investigator 1| SSAN 1| SSAN 10
2 | PAS Code 1 | PAS Code 5
3 | PAS Code AND Person Name 1 | PAS Code 5
2 | Person Name 10
legal Legal 1| SSAN 1| SSAN 10
2 | PAS Code 1 | PAS Code 5
3 | PAS Code AND Person Name 1 | PAS Code 5
2 | Person Name 10
majcommgtivl | MAJCOM Mgmt 1| SSAN 1| SSAN 60
Level Review 2 | Person Name 1 | Person Name 60
Board 3 | Management Level ID Management
1| Level ID 5
4 | Board ID 1 | Board ID 1
mpfhrspec MPF HR 1| SSAN 1| SSAN 60
Specialist 2 | MPF ID 1| MPFID 5
3 | Functional Category AND Service 1 | Functional
Component Category 5
Service
2 | Component Choice
4 | Reserve Section Code AND Criteria are hard coded to

Service Component

RSC is hardcoded to = 'MA', 'MB',
'MC', 'MD', 'ME', 'MH', 'MR', 'MT', 'MX',
'MZ','NC' 'ND' ,'TA" ,'TB' ,'/TC' AND
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Role

Assigned Number
Jurisdiction Clause of
Abbreviation Name Number Description Number Field Values
"TD'; SVC COMP = 'V' (Reserve)
mlhrspec ML/HR 1| SSAN 1| SSAN 60
Specialist 2 | Majcom ID 1 | Majcom ID 5
3 | Management Level ID Management
1| LevellD 5
4 | Functional Category AND Service 1 | Functional
Component Category 5
Service
2 | Component Choice
5 | Reserve Section Code AND Criteria are hard coded to
Service Component RSC is hardcoded to = 'MA', 'MB',
'MC', 'MD', 'ME', 'MH', 'MR', 'MT", 'MX',
'MZ', 'NC' 'ND' ,'TA"','TB' ,'/TC' AND
"TD'; SVC COMP ="'V' (Reserve)
rater Rater/Reviewing 1| SSAN 1| SSAN 10
Official 2 | PAS Code AND Office Symbol 1 | PAS Code 5
AND Person Name AND Employee 2 | Office Symbol 5
Type 3 | Person Name 10
4 | Employee Type Choice
ratersrater Rater's Rater 1| SSAN 1 | SSAN 10
2 | PAS Code AND Person Name 1 | PAS Code 5
2 | Person Name 10
3 | PAS Code AND Office Symbol 1 | PAS Code 5
AND Person Name 2 | Office Symbol 5
3 | Person Name 10
secchief Section Chief 1 | PAS Code AND Office Symbol 1 | PAS Code 5
AND Employee Type 2 | Office Symbol 5
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Role Assigned Number
Jurisdiction Clause of
Abbreviation Name Number Description Number Field Values
3 | Employee Type Choice
2 | PAS Code AND Office Symbol 1 | PAS Code 5
AND DAFSC AND Employee Type 2 | Office Symbol 5
3 | DAFSC 5
4 | Employee Type Choice
squadseccmd | Squad Section 1 | PAS Code AND Office Symbol 1 | PAS Code 5
Commander AND Employee Type 2 | Office Symbol 5
3 | Employee Type Choice
2 | PAS Code AND Employee Type 1 | PAS Code 5
2 | Employee Type Choice
squadsecdir | Squad Section 1 | PAS Code AND Office Symbol 1 | PAS Code 5
Director AND Employee Type 2 | Office Symbol 5
3 | Employee Type Choice
2 | PAS Code AND Employee Type 1 | PAS Code 5
2 | Employee Type Choice
srambtz Senior Airman 1| SSAN 1 | SSAN 60
Below-The- 2 | Person Name 1 | Person Name 60
Zone Board 3 | Board ID 1 | Board ID 1
srrater | Senior Rater 1| SRID 1] SRID 5
supt Superintendent 1 | PAS Code AND Office Symbol 1 | PAS Code 5
AND Employee Type 2 | Office Symbol 5
3 | Employee Type Choice
2 | PAS Code AND Office Symbol 1 | PAS Code 5
AND DAFSC AND Employee Type 2 | Office Symbol 5
3 | DAFSC 5
4 | Employee Type Choice
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Role

Assigned Number
Jurisdiction Clause of
Abbreviation Name Number Description Number Field Values
unitcmd Unit 1 | PAS Code AND Office Symbol 1 | PAS Code 5
Commander / AND Employee Type 2 | Office Symbol 5
Equivalent 3 | Employee Type | Choice
2 | PAS Code AND Employee Type 1 | PAS Code 5
2 | Employee Type Choice
unitdir Unit Director / 1 | PAS Code AND Office Symbol 1 | PAS Code 5
Equivalent AND Employee Type 2 | Office Symbol 5
3 | Employee Type Choice
2 | PAS Code AND Employee Type 1 | PAS Code 5
2 | Employee Type Choice
wingcmd Wing 1 | PAS Code AND Office Symbol 1 | PAS Code 5
Commander / AND Employee Type 2 | Office Symbol 5
Equivalent 3 | Employee Type | Choice
2 | PAS Code AND Employee Type 1 | PAS Code 5
2 | Employee Type Choice
wingdir Wing Director / 1 | PAS Code AND Office Symbol 1 | PAS Code 5
Equivalent AND Employee Type 2 | Office Symbol 5
3 | Employee Type Choice
2 | PAS Code AND Employee Type 1 | PAS Code 5
2 | Employee Type Choice
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Figure 3.4 RBA Dashboard

Role Based Access (RBA) Administration
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e System presents the user with notifications and member search capability
o Left side panel displays the users assigned roles
e The ML/HR Specialist is the only dual viewing and assignment role and has access to
both PRDA and RBA. This role has the capability to assign Sister Service and Civilian
members to the role of Senior Rater by default jurisdiction or SRID in the RBA
Application and can view all records where the 3 & 4™ digits of the PAS Code are equal
to the user in the PRDA.

RBA_User_Manual_vl 19 Mar_09_Final.doc Page 47 of 79
HQ AFPC/DPSSMF
Virtual Personnel Service Center (VPSC) XX January 2009



Figure 3.4.1. Search for Member
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3 items found, displaying all items.

Step 4

RUIMFTRF

Authority: Titla 5 U,5.C., DoD 1400.34 5C 1950 and Title 10 U.5.C., B0L3; SECAF E.0. 9397 authofizing the SSAN to be used as a system of numbenng ta identity persens - where applcable.
Purposa: To provide a means of pasitive identification far the sa of processing applications or retrieving data

Routine Uses: Blanket DOD Routing Uses.

Disclosure: Vohuntary. Falre to provide the requested mformation may result = a delay or berming

of your request

e To assign a role, the administrator is required to search and display the person record first
e Choose User Type as Air Force Military, Other (Foreign Service, Sister Service, Retired, or
Contractor), or Civilian and click Select User Type (Step 1). The default is Air Force Military.
0 When assigning a role to a member who is “Dual Hated”, meaning the member is
military and civilian, search for the member in the User Type where the role needs to be
assigned. For example if the member is a military branch chief working in a military
capacity, search for the member as “military” and then assign the role. These users will
have roles for both military and civilian depicted as “member mil”, “member civ”, or
supervisor civ and the capacity determines the jurisdiction. Non-Dual Hated member’s
roles are not depicted this way.
e Select the Combination Search radio button to search by name or Select the SSAN Search
radio button to find members by their Social Security Number (Step 2)
= Type in either Last Name and Rank, Last Name and First Name, or SSN with dashes
e Click Search (Step 3)
e Search results are presented below
e Click on Roles beside the proper individual from the search list (step 4)
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Figure 3.4.2. Roles Maintenance — Assign Role
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e System presents the members information as well as a list of assigned roles
e Click on the Assign Roles button to add additional roles to the member

Figure 3.4.3. Roles Maintenance — Role Dropdown
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e Select a role from the Role Name dropdown list (step 1) and click Change Role (step 2)
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Figure 3.4.4. Roles Maintenance — Date/Jurisdiction

tole Based Access (RBA) Administration
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e System presents the jurisdiction template based on the role selected
0 The template allows the appropriate administrator to specify jurisdiction for the role
being assigned
e Select a Role Expiration Date from the drop down selections (step 1)
e Choose from the Jurisdiction Defined By radio button choices (step 2)
e Click Assign or Cancel (step 3)

Figure 3.4.5. Role Assignment Review

Role Based Ac (RBA) Administration
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Routine Uses:
Disclosure: quest.

At Farce Parsanasl Canter
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e System presents a review of the current role assignment
e Click Continue or Cancel
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Figure 3.4.6. Roles Maintenance New Role
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e System brings the user back to the Roléé Maintenénce screen with the new role displayed
e The role may be edited or deleted from this screen
e Click Back To Dashboard

Figure 3.5. Edit Role
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£ Cappright 3084 - Ais Farve Dasssanel Eantar
Ssarity B Privacy Pelic | St

e When the Edit Role button is selected the system presents the Role Maintenance page and
allows the user to edit the role assigned to the member, the date and the jurisdiction. Refer
back to Figure 3.3.4.

e Make changes and/or Click Save
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Figure 3.6. Delete Role

Role Based Access (RBA) Administration

Holes Maintenance

Namn Rank MAICOM
CYSOMIN KOVUN B CPT oo we- B342 AR EDUCATION AND TRAINING COMMAND

Role(s) Role Type Role [xpiration Date Jurisdiction Type Jurisdiction Expiration Date Cdit Robe and Jurisdiction Delete Rele

Mambar System System
Acting Frst Sergeant Assignad 05 Jul 08 System it Rle I!E-b;»a-.- Hsle

Back Ta Dashboard

Authorlty: Tithe § U.5.C., DoD 1400.34 SC 1950 and Tithe 10 U.5.C.. 8013: SECAF E.0. 9307 authorizing the SSAN to be used a5 3 system of numbaring to identify parsons - whare applicable,
Purpose: To provide a means of positive identification for the purpose of processing applications of retrieving data

Routine Uses: Blanket DoD Routne Uses.

Disclosure: Vokuntary. Falura to provide the requested information may result in 3 delay o temination of your requast

£ Capynight 2004 - &ir P

Figure 3.6.1. Confirmation

Role Based Access (RBA) Administration

Hole Delots Review
Selecting “Continue™ will send a natification ta the member.
You ste about to delete the role Acting First Sergeant from CRT CYSOMIN KOUUN B

Do you wish to conbinue?

Concél Continus <:|

Authorlty: Tithe 5 U.5.C., Do 1400.34 SC 1950 and Tithe 10 U.5.C., 8013: SECAF E.0. 9397 authorizing the SSAN to be used a5 3 system of numbening to identify parscns - where appiicabla,
Purpose: To provide 3 means of positive identification for the purpose of processing Appications of retneving data,

Rarutine Uses: DMarket DoD Routne Uses.

Dlsclosura: wolintary. Fallure to provida the requested information may result in a delay or termination of your requast.

£ Crowricks 2004 - &ir Farce Berss

e Select Delete Role from the Roles Maintenance page
0 Role Deletion Review page is displayed with options to cancel or continue
Click Continue to finish the deletion process
Click Cancel to return without deleting the member’s role
The system will return the Roles Maintenance page with the role deleted
Click Back to Dashboard from the Roles Maintenance page to return to the Dashboard
screen

O O0OO0oo
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Figure 3.7. Add Other Users

Dashboard

ROA Global Admin
=

Elogeut B print o Hedp

Rele Basa Administrator Dashboard

Subject : Date = Action
Samgr Bater Agant Rals Approval Remurad 19 Jun 08 MNaw -
atar Agant Rols Agproval Reguired, |19 un 08 [new 3
Rater Agert Bole Agoroval Reoured 18 Jun 08 | opened 3
o Rater Agent Role Anoroval Remred 117 3un 08 |Opened 3
xier Agant Bole Sooroval Reoured 17 Jun 08 e 3
I 17 Jun 08 IUDE’ICI’ |
-l.’ "I..Ill oS .UDL“II:IJ ¥
-lf Jun 02 "N\l\'\' : |
[17 n 08 [Mew IE
-\h .:llﬂ.ué.l -‘]pl‘ﬂﬂ‘l" I k]
I 16 Jun 08 .ﬂnfﬂr.‘ﬂ L]
] 13 Jun ﬂa .Nﬂ\ﬁ 3
X oorcval Regured I 13 Jun 08 .Nﬂh : |
é‘n;?f‘?.-;[‘f Agent n|¢"_1 D‘f&'.a.l 7°.ﬂullﬂ." 1 l!‘ Jun 08 .Opﬂﬁﬂﬂ : |
nt Aole Aporoval Required 13 Jun 08 [naw 3

gant Rgle Aporoval Raqured |12 mn 00 [Haw

r hgent Role Agproval Ragred 12 Jun 08 |opened 3

17 items found, displaying all items.

e correet Rank’ options)

% Alr Force Military T Other (Forelqn Sarvice, Sister Sarvice, Retired, Contractor) O Civillan Selnct User Type

mhinatian Search CiSSAN Search
Flease enter the combination of S5
Last Nt~ AND (~First Name~ 0F “Rank") to complate the ssarch.

For & partisl sanrch antar "5." aftar tha first four charnctare.

*Last Name: First Name

Hank:

Approve Agerns Sesrch Search

Hame + Rank/PG/PR SSAN * PAS.CODE : Asslgned Roles
CYSOMIN, KOVUN § T o0 k- BI42 RICIFGET
‘.Yb‘UMN. KG"-’LN C -LH.' j!ﬂ-x-‘“-}b’ll -Rll“[- TRF
CYSOMIN, KOVUMN T 156 oo - 1194 MNILFHTE

3 items found, displaying all items.

* Add Other User

Authority:
Purposa:
Routing Uses:
Disclosure:

Titke 5 U.5.C., DoD 1400.34 SC 1950 and Title 10 U.5.C., 8013; SECAF E.0. 9197 authorming the SSAN to be used as a system of numbenng to identify persons - whare appbcable.
To provide 3 means of positive identification for the purpose of processing applications or retrieving data.

Beanket DOD Routing Uses

Veluntary. Failure to provide the requested mifcemation may resull m a delay or terminabion of your request

b1 T004 - Air Farea P

e RBA allows administrators to add members of sister services, foreign nationals and
contractors. These members are placed into the system by filling in their information in the
Other User Maintenance screen.

e Select the Add Other User button

e User is presented with the Other User Maintenance page
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Figure 3.7.1. Other User Maintenance Screen

RAA Global Admin =y —— * Dty Emanil

i n wpiration da
" canliat
o ¥l
Dlasse Hobe: Koep the leagth of yau camments 1n 300 charachers o levs
0 imiet

Cancel | Eonius <::|

Authority: Tite § U.5.C., DoD 1400.34 5C 1950 and Title 10 U.5.C., B013; SECAF E.0. 9297 authonnng the SSAN to be used as a system of numbenng to identify parsons - whare apphcable.

Purposa: To p da a means of positive identification for the purpose of processing appliications or retrieving data.

Routine Uses:  Blanket DoD Routng U

Disclosure: Voluntary. Failure to provide the requested information may resul

e Fill in the appropriate information on the new user
e All fields containing a red asterisk are required
e Click Continue

Figure 3.7.2. Other User Maintenance Review

¢ Role Based Ac (RBA) Administration

Account Explratio
03 2l 0B

Authority: Titha 5 U,5.C., DoD 1400.34 5C 1950 and Tithe 10 U.5.C., B013; SECAF E.0. 9397 authorizing the SSAN to b used as 3 system of numbeding to identify perscns - whare applcable

Purpase: To pravide a means of pasitive identification for the purpose of processing apphcations o retrieving data
Routine Uses: Gtanket DoD Reutne Uses.
Disclosura: Voluntary. Falkire to provida the requested information may result in a dalay or term

e The member is given a chance to review the previous inputs
e Click Save Profile or Cancel

Note: Once an individual has been added, the administrator must now add their roles. Refer to
Figure 3.3.1. Search for Member.
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Figure 3.8. Agent Approval

!d' Wil Pt s | St i Caniten (eP50] - MECrosel® it sa b Esploies prasiied by UHRF |z 22
,@ = [l i 4 Forak ot o | it Bt | X FUR)
Bl D& Yes Fypoter [ooe dep

B W e e v ey (N o I = | R R R

: Fola Basad Accezs (RBA) Administration

G111 3 Aiign
10 D 0% ap=rad

34 Mo Tl Faw 3
LT T IS LS T TR 219 Hew DA Of=arwidd

B slehal ddnsin e g Al b,

Chease lser Tepe [ie receies B correcl BReak® oglicas)

< dr rorce Mililary Othar | Fordgn Service, Sster Servior, Rutked, Contractor] vl Salez Jaar Tupa

EE domabaristuos e mich A At

Flasaa armes iba combd naii SEAR:

o af
“Last Heme™ AHO {"Fint Ranc™ OA “Bask”) Io camolos Tk scarch,

Fior @ [artial sranih enlier "5" wles the e Bar charsaters.
Lasi Hame: Forst Hame
Ewds: B
- sl #uk i w
Approws Agants Sasrdh SasrE
HMame & Rank!FGPH BEAM & PAS CODE ¢ Assigned Redes
P pesalns found
Adid Other User
< >

e T
e RBA Base and Global Administrators receive notifications to approve/disapprove Senior
Rater and Commander’s Agent Associations
0 Associations should be approved/disapproved based on a member being associated to
SRIDs and PAS Codes of the Associated Senior Rater/Commander and require a
common sense review with disapproval and return comments
= Example: Association appears to be in error:
e A Command selects an A1C in a subordinate unit to be his agent and the
commander’s executive  officer has the same name
e Commander selects an individual with an expiration date of 2 years and the
individual has a projected departure date within 60 days
o] Click on the notification and note the name of the requested agent and Senior Rater
or Commander requesting the agent
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Figure 3.8.1. Administrator Notification

|5 el P snnne] Saavices Carmer (PSC) - Hicresalt it Explesar prosidad by LEAF ;'-_-:iﬁi
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- Faols Based Accass (REA) SAdministration

e . nata:
Dashiaard VG ST, JANE A 10 Deec 0F
mahiject
Saniar Rater AR Rok apgraval Reduned,
RRA Glokal Admin | Tet:
AN SCon has been raguestad D0 SR | Py WL s sise with e W of Saner Raber Agant. ML HE Spocalnt o REA Clabal Aden
DPADF A anpevalidsacproval B raquned.
Oosa Dedens d:
Autsarity Title § LUS.C., DD 140034 5C 1550 and Tite 10 LS.C., BILT; SECAF B/ 9397 authonzing the 554K to b used 32 2 sysban of rumering in identity perssns -
where apphcazis,
Furpoue: T= provide o masne of panitis idanification for the putpzie of procansing appbcabisns or minewng data.
Roufing Uses:  Elankat Db Rioting Liss.
DSl wohanbary. Fakira 10 provide The raguesTed Ifamiation may rsult n o Sy o CETRa bion of our requst,
I Compright 2004« &1 Forpa Sarsanal Camty
3 3
[orm

S Ll inbyret "1 -

e Click Close or Delete and go to Search for Senior Rater or Commander requesting the
action to approve or disapprove
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Figure 3.8.2. Search for

Member
[ el Bl Sesvices Canman PSCT - M esalt Timenined Expliver piovidad g LRAF ==
G L i e bt e b =W oot || Fr 5 &

B [ Yew Frwis [od e

BB | vl Periee e Comtes (WE) =B o8- o - D -

ol Based Accass (REA) SAdministration

Wole Hase Sdmsdstraios Dashbosad

RR& Glodal Admin
DhATDE Wi

Cheose User Typs [Bs recoesr Lhe comrest ‘Rank’ splizns)
Heep 1 = - : = = 1
i ::}'.- Al Farce Milmary L taher {Forukgn Servicn, Shiter Surdos, Belired, Conlracior) 1 Cheillan | Sadac Laar Tapa

|:|'} B Ermbina o Sasech Bop 2 |::> Ohitansseanch

Huasm astar tha combmatan ol
"L Marre® AMD [ Firsl Heme™ OF “Rank”] fo complcic the scarch

Far 3 garmsl pemnch anter " alter tha Resi Tosr thirarion.

Lt Waiive; —
Heep3 |::1

Baanke Eaic
R | W Bl Ea'n [wplinsd W

Rpproies Aganis Sasrchd aar - weep

Mame & Banis P/ FB i BEAN i PAS CODE *| Assigned Boles ¢| Mpinanin
Fép pesailts found

Rl HTw! L

€ 3

e T LR e |

e Search for Member or Other User
0 Click the radio button for the User Type and click Select user Type (Air Force
Military is the default) (step 1)
0 Select either Combination or SSN Search (step 2)

= Type in either “Last Name” AND “First Name or Rank” or SSN of the Senior Rater

or Commander who is requesting the Agent Association (step 3)
o Click Approve Agent Search (step 4)
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Figure 3.8.3. Approve
Associations
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e Click Approve Associations
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Figure 3.8.4. Approve Associations
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o If Cancel is selected the user is returned to the RBA Administrator Dashboard
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Figure 3.8.5. Approve Associations
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e |If the administrator disapproves the association, the administrator must provide comments
and click continue

-,

Windows Internet Explorer

L] "j You must provide comment F&e approval >
L

*Note: If comments are not included for the disapproval this error will appear. The error
message incorrectly states the word “approval”. The error message should state “You
must provide comment for disapproval”. This is an application defect and has been
identified. Click “OK” and place comments in the required box.
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Figure 3.9. Notification of

Association
B Wi msh Foasanana] Sonvices Carna L] - M Imar Iran sat Exphinen prastied by LISAF [N <]
:@ = ] Hps e dio careolph o sl it iy e bl el L

B Bk e Fpois Lok dee

W S vl Pl S ey (AE0)

Walkereay | 1 i T | Changa Anly Erad Ewvaliabinn

BISGT SMITH, TOHM has dicapprowve d oo request to accign 4 Senior Fater fgerd.

ML HE Jpecialict or REA Global Sdminitrator has disapprotved yor request to assign CP T
Wl for the followrie reasors). This member™s PCS deparbme date i Dec 08 ard does not.
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e Notification will automatically be sent to the Senior Rater or Commander’s dashboard
containing the reason for disapproval.
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Chapter 4 View Record Documents — Personnel Records Display Application
(PRDA)

4. Personnel Records Display Application (PRDA)
4.1. Definition
The Personnel Records Display Application (PRDA) allows the user to search
for record documents stored as images within the Automated Records Management System
(ARMYS) for the purpose of viewing, saving or printing.
4.1.1. PRDA employs role based access (RBA) (covered in Chapter 3) to determine what
documents and/or person records each member has access to, called jurisdiction.
4.1.2. Figure 3.1. PRDA Roles Chart depicts what documents each role has access to.
4.1.3. Documents within PRDA are not to be further furnished or transferred to anyone not
conducting an official Air Force action pertaining to the document(s). The Privacy Act of 1974
(Title 5, U.S.C., Section 552a) provides for criminal penalties against anyone who discloses
information to unauthorized persons. Anyone who obtains information about an individual
under false pretences may also be subject to criminal penalties enforceable under Article 134,
UCMJ. Individuals in the performance of their official duties may make or download copies of a
member’s record; however, third party Privacy Act must be removed IAW AFI 33-332, Privacy
Act Program. Under the Privacy Act of 1974, persons who knowingly and willfully disclose
personal information from an Air Force record, regardless of media, to a person or agency not
entitled to receive it, without the advance consent of the subject of the record, are subject to a
fine.
4.1.4. Incorrect or Non-existent Document
4.1.5. If the system displays an incorrect or a non-existent document the user has two methods
of resolution through their Unit Administrator or Total Force Contact Center (TFCC).
The TFCC can be reached at http://ask.afpc.randolph.af.mil/contact/.
4.1.6. Documents are displayed in a .tif, .pdf, .html, or .xfdl format, and will be displayed with
their appropriate document viewer.
4.1.7. User has the capability to search for members within their jurisdiction by the following
means:
0 Last name and first name (wildcard may be used--first four characters and % sign,
example: smith, chri% or smit%, chri%)
Last name and rank
SSN
Multiple SSN (up to 10 SSNs)
0 Rank (applies to Senior Rater and all commander and director roles only)
4.1.8. User has the option to view, print, save, or download an open document.
4.2. Guidance as it relates to Officer and SNCO Selection Folder review has not changed. The
documents viewed in PRDA do not comprise a member’s complete selection folder. Review of
the Officer Selection Brief (OSB), Data Verification Rip (DVR), and Officer and Senior NCO
selection folder is still required. Selection folder contents can be obtained by written request to
HQ AFPC/DPPBR2, 550 C Street West, Suite 5, Randolph AFB TX 78150-4707 or at
http://ask.afpc.randolph.af.mil/ under Officer or Enlisted Promotions.

O OO
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Figure 4.1. Member Dashboard

@ Help 2 Print [ Logout

Airmen Development Plan (ADP)

Welcome: CPT - DONNOE, ISBOTL, H. | Member v Change Role

Member Dashboard

/Daihhnd\l Ensure you review this information thoroughly and initiate update/request updates immediately if needed.

SEAN Rank Date of Rank
DONNGE, ISBOTL H. xxx-xx-3489 cPT 01 Mar 06
RDTM ID Projected Rank Developmental IDs DSH
i 8 6175282100
“Year Group vear of Eligibility selact Emnail Address
2002 5 seadla@cellexchange. com
DAFST Core 1D Lacation Duty Title
3353 3385 SCOTT &FR IL ©IC ENTERPRISE MANAGEMENT

Date of S=paration Edit Basic Info

Cumvent Status

Toggle Views for: Bl Aer l orR B Flying Duty Refresh Current Status

Assigned to AEF-6 JAN 07 - ADR OF
28-FEB-2007 - ANHUAL

0z-07

INDEFINITE
23 Mar 2008

TUITION ASSISTANCE

e Asamember, click the PRDA tab to display search electronic record documents stored as
images within the Automated Records Management System (ARMS)
0 Documents associated with the member’s SSAN are displayed.
0 Select Available Categories by maximizing or minimizing the categories in the browser.
o System displays specific documents
= Form Number
= Document name
= Document date
= #of Pages
0 Click on a document in the “Selected Documents” browser to display it or clear it to
remove the document from the browser
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Figure 4.1.1. Member Document Browser

@) Help 121 Print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Mamber - Change Role
My Sections
Brovse
Dashboard Clicking on a "category" or "subcategory” name in the browse tree vill place all documents from that category or subcategory into the "Selected Document area. Clicking on an "individual
document” in the brovss tree vill place the document in the "Selected Documant” area.
PRDA
Available Category: Selected Documents
ADR
B pecoraTiONns (4) (2 b Date # of Pages ‘

SELECTION FOLDER (6)
a PERFORMANCE REPORTS (4)
B mIsceLLanEOUS (0)

£ orDERS (2)

B eoaArD (0)
B Pcars (0)
(5

ENTIRE PERSONNEL RECORD (8) i~

The information you are about to view contains information covered under the Privacy Act of 1974 (5 U.5.C. 552a) and must be protacted IAW AFI 33-332, DoD Regulation 5400.11, and it is For
Official Use Only (FOUO). Reproduction of evaluations is prohibited unless authorized under and IAW AFI 36-2408, Chapter 3. The Privacy Act provides for criminal penalties against anyone who
discloses information to unauthorized persons. Anyone who obtains information about an individual under false pretenses may also be subject to criminal penalties enforcezble under Article 134,
ucmI.

This information is protected under the Privacy Act (see AFI 33-332, Air Force Privacy Act Program).

Authority: .S.C., DoD 1400.34 SC 1950 and Title 10 U5, 2; SECAF E.O. 9297 authorizing the SSAN to be used as a system of numbering to identify persons - where applicable.
Purpose: : = a means of positive identification for the purpose of processing applications or retrieving data.
Routine Uses:  Blanket DoD Routine Uses.

Disclosure: Voluntary. Failure ta provide the requested information may result in a delay or termination of your request.

Copyright 2004 Air Force Personnel Center
Security & Privacy Policy | Contact Us

e The user may also search for documents by clicking on the “Search” link located in the top
right hand corner. The system displays the following specific search criteria:
o0 Document Name

Form Number

Date Range

Category

(elNelNe
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(0]
Figure 4.1.2. Member Document Search

@ Help 2 print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Mamber v Change Role

Browse Documents

more of the following search criteria

=nd/or “Form Humssr".
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The information you are about to view conta y Act F 1974 (5 U.S.C. 552a t be prof t cte d IAW AFI 33-332, DoD Regulation 5400.11, d it is For
Official Use Only (FOUO). Reproduction of & crized u d nd TAW AFT 36 2408, :h pt 3 The y Act provides for :rlmmal penalt\es aga nst an wha
disclose: mation to unautharized perso on about an ndridual under fals pretenses may als b, ct to criminal penalties enforceable unde e 134,

ucMl.

This information is protected under the Privacy Act (see AFI 33-332, Air Force Privacy Act Program).

ECAF E.O. 9397 a e SSAN to be used as a system of numbering to identify persons - where applical
ocessing applica i

e Enter one or more of the search options
0 Specific search criteria — single text — enter search string
o Partial document information — enter partial search string
e System will search the document metadata for all information matching partial search input
e System will present all documents and form information based on input request
0 System retrieves documents after selecting Get Documents or Search
= Results are displayed

e Form Number

e Document Name

e Date

e Number of pages in document

= Most current dated document appears on top

= Documents may be sorted by header

= Search criteria can be modified, and results are returned without losing any previous
search results

= New search can be initiated using similar or different search criteria

= Select document to view, save, download or print
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Figure 4.2. Other than Member Single Person /Document Search by SSN

@ Help 2 print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Rater/Supervisor or Reviewing Official % Change Role

Search Tvos

You hava twe cptions. The “single’ choics will allow you to cheose one membsar and the "multipls” choics will sllow you to sslsct two or mors membars by SSAN.
Dashboard

il (s) Select
BRDA @® single O Multiple S5AN(s)

=" or "Rank”) to complets the search.

Middle Name or Initial: Rank: SSAN:

v or

more of the following search criteria

or "Form Number".

Category:
[ oecorations

[ seLecrion FoLoer

[ perFormance repoRTS

[ wmisceLanecus

Date Range: o

DD MM YY DD MM YY [ oroers
[ eosrp
[ pcars
[] enTiRE PERSONNEL RECORD

T <:|
j At of 1974 (5 U..C. 5522) and m tbptl:tdlA\ AF13d3332DDRgu\t n 5400.14 and itis Fo
-

dIA\ AFT 26~ 24n5 Ch pt r 3. Th Pri
al

or vho
nder false pretanses may also be u,.:tt criminal penaltie: indar Article 134,

system of numbering to identify persons - where applicable

e Search electronic documents stored as images within the ARMS for all roles other than
‘Member.’
o0 Single Name Search - System displays a combination search containing the following
fields. Combination of “Last Name” AND “First Name” or “Rank’” must be selected.

e Last Name — mandatory

First Name

Middle Initial

Rank

Wildcard % Last name and first name (wildcard may be used--first four characters

and % sign, example: smith, chri% or smit%, chri%)

o0 For either option, enter search criteria

o Click Search

0 Request is sent to ARMS, which returns all documents associated with request that fall
under the jurisdictional permissions of the user requesting documents.
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Figure 4.3. Other than Member Multiple Person/Document Search by SSN

@ Help 12 Print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Razter/Supervisor or Reviewing Official % Change Role
Seerch Tros
You have twe optiens. The "single’ cheice vill allow you te choose one member and the "multiple” choice will allow you to select twe or more members by SSAN.
Dashboard
i ( Select
PROA O single @ Multiple 552N(s)
1) SSAN: 2) SSAN: 3) SSAN: 4) SSAN: 5] SSAN:
6) SSAN: 7) SSAN: 8) SSAN: 9) SSAN: 10) SSAN:

Document Information

To further refine your search for document information, enter ons or more of the following s=arch critsris.
A partial search may be conductad for the "Decument Name" and/er "Form Humbser".
Document Name: Form Number: Category:

[ pecorations

D SELECTION FOLDER
If entering a "Date Range', the "Year (YY)" is a mandatory field.

“Day (DD)” and "Month (MM)" are optional fislds. [ perFoRMaNCE REPORTS
[ misceLLaneous
Date Rangs: to
DD MM YY DD MM YY [1 oroers
[ eosrp
[ pcars

[ enTIRE PERSONNEL RECORD

Search Clear

The information you are about to view contains information covered under the Privacy Act of 1974 (5 U.5.C. 552a) and must be protacted IAW AFI 33-332, DoD Regulation 5400.11, and it is For
Official Use Only (FOUO). Reproduction of evaluations is prohibited unless authorized under and IAW AFI 36-2408, Chapter 3. The Privacy Act provides for criminal penalties against anyone who
discloses information to unauthorized persons. Anyone who obtains information about an individual under false pretenses may also be subject to criminal penalties enforceable under Article 134,
ucMmI.

This information is protected under the Privacy Act (see AFI 33-332, Air Force Privacy Act Program).

:  Blanket DoD Routine Uses,

Volun

e
Security & Privacy Policy | Contact Us

e Search electronic documents stored as images within the ARMS for all roles other than
‘Member.’
0 System presents a person search criteria either by SSAN (Multiple) or by a Rank (for
Commander, Commander Agent, Senior Rater, or Senior Rater Agent roles only)
e SSAN
e System displays one to ten search criteria containing a SSAN field
e Enter two to ten SSANs
e Select the partial search criteria by either typing in the document name or form
number or selecting a category. If a selection is not made, the entire personnel
record, (the documents the role has access to) will be displayed.
e Click Search
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Figure 4.4. Return Person /Document Search
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e Return Person/Document Search

0 The request is sent to ARMS, which returns all person records and documents associated
with request. Person Records/documents returned will be dependent on the jurisdictional
permission of the requesting user.
= |f the roles does not have access to a SSN or record document, the person record or

record document will not be displayed.

o0 To open a person record, click on the linked name and the record will display. After any
search is initiated, system displays the following Personnel Matches
= Name (Last, First, Middle Initial)
= SSAN - last four digits only
* Rank
= Number of Documents
= Total number of documents based on permissions available for each SSAN

o0 System displays all documents as specified in search criteria. Select from a browse option
(only when document criteria is not used)
= Document category
= Document subcategory
=  Document Name/Title
= Form Number

0 System retrieves requested documents and displays results with
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= Form Number
= Document Name
= Document Date
= Number of pages in document
0 Most current dated document appears on top
0 Documents can be sorted by header
o0 Search criteria can be modified, and results are returned without losing any
previous search results.
o0 New search can be initiated using similar or different search criteria
0 Select one or many document(s) to view, save, or print

Figure 4.4.1. Return Person /Document Search
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e To return to the list of person records, click Back to List
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Figure 4.4.2. Return Person /Document Search
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e Return All Person/Document Search
o0 To retrieve all documents on all person records, click Select All and then Get Documents
o0 The application will retrieve all the documents, place them in a .zip file. Click Open and
the document will be placed in your computers temp file.
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Figure 4.5. Senior Rater Search
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A Senior Rater’s jurisdiction consists of all the individuals within their SRID. They may search
by SRID or by Individual/Multiple SSN
e Select SRID to search for member’s assigned to a particular SRID (if the role only contains
access to one SRID, that ID is the default)
0 Click Search to return all person records within the SRID
= Note: Based on the number of records under the SRID, the search may take
additional time. To speed up the request, further refine the search by Rank,
Document Name, Form Number, Categories and/or Date Range
o Click Clear
= System clears SRID entry
o0 To further refine search on SRID
= Enter SRID
= Enter specific Rank from drop down list
= Enter Document Name, Form Number, Category and/or Date Range
o Click Search
= System returns results based on search criteria entered
e Select Search by SSN (yellow arrow) to search for a member record by SSN. Please refer to
figure 4.3 to search by SSN.
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Figure 4.5.1. Senior Rater Person Record Display

@ nelp 2 print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Senior Rater/Endorser » Change Role
My Sections Search Criteria
The fallowing list of persannel is available for your review based on the search criteria you selected. Click "Edit" to refine or get a mare precise result.
Dashboard
SRID: Rank: Category:
PRDA AQILT Document Name:
ADP Form Number:
Date Range: To
Edit
Parsonnel List
The fallowing list of persannel is available for your review based on the search criteria you selected.
Name Rank Location # of Docs
[T DuGLTUCK TYSOTL I 2175 MAI 0
[T HATIBUIN HINDTI I 5809 MAT 0
l_ MITHRISS MUCRIOS L 86390 LTe o
[T BITTOLLO JYRN P 9281 MAI 0
[ HLAGOT HRIAN T 9397 MAJ 0
[T MICSOYD HLOPRON H 3552 MAI 0
[T SIHHON MUCRIOS I 5083 MAT 0
[T 1DIMH DIVUD © 2823 MA 0
[ RYMIK IITYN H 7234 MAI 0
[T VINIMOEDON DIVUD C 8549 MAJ 0
'_ KANDTILI FTODOTUCK S 9194 LTe o
[T CIADUSS IYRH W 1095 MAT 0
[T RITLMIN JYHRAI L 3358 MA 0
[ BITHRITL GTOG I 0430 MAI 0
[T MussOT TyBOTL W 5174 LTe 0
'_ ONGSO LRYMIH O 2096 LTe o
[T MCINDTOW MUCRIOS 5790 LTe 0
[T GITTINL PRUSUP I 65939 MAJ 0
[T GANZOSMIN OTUC G 3600 LTe 0
[T SSOWOSSEM HINDTI D 2988 MAT 0
First Prev 12 3 Hext Last
Select All
New Search
acy Act of 1974 (5 U.S.C. 552a) and must be protected IAW AFI 33-332, DoD Regulation 5400.11, and it is For
nder and IAW AFI 36-2406, Chapter 3. The Privacy Act provides for crimina == sgainst anyone vho
n individual under false pretenses may also be subject to criminal penaltie: ceable under Article 134,

e Return Person/Document Search

0 The request is sent to ARMS, which returns all person records and documents associated
with request. Person Records/documents returned will be dependent on the jurisdictional
permission of the requesting user.
= |f the roles does not have access to a SSN or record document, the person record or

record document will not be displayed.

o0 To open a person record, click on the linked name and the record will display. After any
search is initiated, system displays the following Personnel Matches
= Name (Last, First, Middle Initial)
= SSAN - last four digits only
= Rank
= Number of Documents
= Total number of documents based on permissions available for each SSAN

o System displays all documents as specified in search criteria. Select from a browse option
(only when document criteria is not used)
= Document category
= Document subcategory
= Document Name/Title
= Form Number
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0 System retrieves requested documents and displays results with

= Form Number

= Document Name

= Document Date

= Number of pages in document
0 Most current dated document appears on top
0 Documents can be sorted by header
0 Search criteria can be modified, and results are returned without losing any

previous search results.

0 New search can be initiated using similar or different search criteria
0 Select one or many document(s) to view, save, or print

Figure 4.5.2. Senior Rater Single or Multiple Person/Document Search

@ Help 12 Print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Senior Rater/Endorser - Change Role
My Sections Search Criteria
The following list of parsonnel is availzble for your review besed on the search criteria you selscted. Click "Edit” to refine or get = more p It.
Dashboard
SRID: Rank: a
PRDA AgQiil
ADP
Edit
Personnel List
The following list of parsonnel is availzble for your review besed on the search criteria you selscted.
Name SSAN Rank Location # of Docs
[ DuOLTUCK TYBOTLI 2179 MAJ 0
[T HATIBUIN HINDTI I 6809 MAl 0
[T MITHRISS MUCRIOS L 8630 LTC 0
[C EITTOLLO JYRNP 9281 MAD 0
[T HLAGOT HRIAN T 2357 MAI 0
[C MICSOYD HLOPRON H 3552 MA 0
[T SIHHOM MUCRIOS I 5083 MAl 0
[T IDIMH DIVUD © 2823 MA 0
[T RYMIKIITYNH 7234 MAd 0
[T VINIMOEDOW DIVUD C 8549 MAI 0
[T KANDTILI FTODOTUCK 5 5194 LTC 0
[T crapuss JvRn w -1095 MAl 0
[T RITLMIN JYHRAI L 3956 MAD 0
[T EITHRITLGTOG I 0430 MAd 0
[T MUSSOT TYBOTLW 9174 LTe 0
[T ONGSO LRYMIH O 2096 LTC 0
[T MCINDTOW MUCRIOS 5790 LTe 0
[T GITTINL PRUSUP I 6559 MAD 0
[C ®AnNzZOSMIN OTUCG 3600 LTC 0
[T SSOWOSSEN HINDTI D 2988 MAl 0
First Prev 12 3 Hext Last
Select All
:toF1974 (5 U.5.C. 552a) and must be ptl:tdIAWAFIBBBEZDDRgﬁ
nder and IAW AFI 26-2406, Chapter 3. Th Pri ct pro d s for criminal pe
an d idual under false pretenses may al b bj ect to penalties enforc =

s a system of numbering to identify parsons - where applicable.

urity & Priv PoIICont ct Us

e Return Single or Multiple Person/Document Search
o0 To retrieve all documents on all person records, click Select All and then Get Documents
0 To retrieve single or multiple documents on person records, click in the box next to the
person records to retrieve and select Get Documents
o The application will retrieve all the documents, place them in a .zip file. Click Open and
the document will be placed in your computers temp file.
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Figure 4.6. Commander Search (includes all levels of commanders/directors)

@ Help 12 print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Wing Comman der/Equivalent v Change Role
Fesreh Critenia
Search By SSAN(s)
Oashboard Search By SSAN(s]
Select the PAS Code for which you want to search person records. You have the two search options indicated by radio buttons: 1) search by "Selacted PAS Code Only” or 2) search by
PRDA "Selected PAS Code and ALL Subordinate PAS Codes."
ADP Jurisdiction: Search Options
IE) RIDIFGOW - 0558 FLYING TRAINING SQ RANDOLPH AFB TX 78150-4429 - 0000 (& Selact=d PAS Code Only

O Selacted PAS Code and ALL Subordinate PAS Codes

Rank Information
Rank: 3
Document Information
To furthar refine your ssarch for document information, enter ons or mors of the following ssarch criteria
A partial search may be conducted for the "Document Name" and/or "Form Number".
Documen t Name: Form Number: Category:
[ pecorations
[ seLecTion FoLper

If entering a "Date Range’, the "Year ( s a mandatory field.
"Day (ODF

(V)" i
ay (DD)" and "Month (MM)" are optional fields. [ perFormance rerorTS

[ misceLLaneous
Date Range: to
DD MM YY DD MM YY [ oroers
[ eoarp
[ pcars
[ enTIRe PERSONNEL RECORD

Search Clear

nder and IAW AFI 36-2406, Chapter 3. The Privacy

=n individual under false pretenses may also be subject to cri

This information is protected under the Privacy Act (see AFI 33-332, Air Force Privacy Act Program).

Commander Search
Browse documents

e Commanders/Directors can have two types of jurisdiction
o0 Default system = PAS Code equal to that of the Commander/Director and all
subordinate PAS Codes
Or
0 Manually assigned jurisdiction
= |f manually assigned jurisdiction, the option for Selected PAS and All
subordinate PAS codes will not function
= Only the manually assigned PAS Codes will be viewable using the Selected
PAS Code Only
e Commander Agents are assigned jurisdiction through the association to a
Commander/Director
0 Only those PAS Codes assigned to the Commander Agent will display using the
Selected PAS Code Only function
0 The Selected PAS and All subordinate PAS codes will not function
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Figure 4.6.1. Commander Search by PAS Code

@ Help 2 print [ Logout

Virtual Personnel Services Center

Welcome: CPT MULTIN MUTCOI I Wing Commander/Equivalent v Change Role
Seardh crtena
Search By SSAN(s)
Dashboard Search By SSAN(s]
Select the PAS Code for which you want to search person records. You have the two search options indicated by radio buttons: 1) search by "Selected PAS Code Cnly" or 2) search by
PRDA "Selected PAS Code and ALL Subordinate PAS Codes.”
ADP Jurisdiction: Search Options

® - ¥ Pi - -
elect
I3 RI0IFGOW - 0558 FLYING TRAINING SQ RANDOLPH AFB TX 78150-4429 - 0000 |:>® Selected PAS Code Only

© Selected PAS Code and ALL Subordinate PAS Codes

Rank Information
Rank: v
Document Information
To further refine your search for document infarmation, enter one or more of the following search eriteria.
A partial search may be conducted for the "Document Name' and/or "Form Numbar".
Document Name: Form Number: Category:
[ pecorations

[ seLecTion FoLper
1f entering a "Date Range’. the "Year (YY)" is a mandatory field.

"Day (DD)" and "Month (MM)" are optional fields. [ eerFormANCE REPORTS
[ wmisceLLaneous
Date Range: to
DD MM YY DD MM YY [ oroers
[ eoaro
[ pcars

[ enTire persONNEL RECORD

Search Clear

The information you are about to view contains infarmation covered under the Privacy Act of 1974 (5 U.S.C. 552a) and must be protected IAW AFI 33-332, DoD Regulation 5400.11, and it is For
Official Use Only (FOUO). Reproduction of evaluations is prohibited unless authorized under and IAW AFI 36-2406, Chapter 3. The Privacy Act provides for criminal penalties against anyone who
discloses information to unauthorized persons. Anyone who obtains information about an individual under false pretenses may also be subject to criminal penalties enforceable under Article 134,
ucmI.

This information is protected under the Privacy Act (see AFI 33-332, Air Force Privacy Act Program).

> 1950 and Title 10 U.S.! CAF E.O. 9397 authorizing the SSAN to be used as a system of numbering to identify parsons - where applicable.
entification for the purpose of processing applications or retrieving data.
Routine Uses: Routine Uses.

Disclosure: Voluntary. Failure to provide the requested information may result in a d termination of your request.

ht 2004 Air Force Personnel Center
Security & Privacy Policy | Contact Us

e Selected PAS Code search only
o Click the “+” next to Assigned PAS code(s) to display all available PAS codes based on
jurisdiction
0 Click the specific PAS code — Unit and Location name
= Click Search
= System returns all members under the PAS code selected
e To further refine search enter Specific Rank and/or document name, form number,
category and/or date range
0 Click Clear
0 System clears search results
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Figure 4.6.2. Commander Personnel Search by Selected PAS Code and All Subordinate PAS
Codes

<3 Virtual Personnel Services Center. (vPSC) - Microsoft Internet Explorer provided by USAF

Ele Edt Wew Favortes Took  Help
o Al O < 2) > iw - b,
0 Back >, Iﬂ E" § ) search 5 Favoriies (2 i ﬂ 3

fddress | @] http:/fitevpsc-ginkao: 9081 fvpscimadsiprdajtiles pagesisear ch-by-personnel-jurisdiction, jsf v B s
@ Help =i print [ Logout

Favarites **

Virtual Personnel Services Center

Welcome: BG BARRETT MARK A wing Commander/Equivalent v|  cthange Rale
aebboard Search By §SAN(s)
FRDA Select the PAS Cads for which you want to search parsn records, You havs the two sesrch aptions indicated by radie buttens:
o 1y seard b by "Selacted FAS Code Only” or 2) search by "Selected PAS Code and ALL Subardinaste PAS Codes.”
Jurisdiction: Search Dptions
5 LE1CFC37 - 0001 FIGHTER WG LANGLEY AFE VA 23665-2291 - 0000 ©) alacted PAS Cods nly
I::> @ selected PAS Code and ALL Subordinate PAS Codes
Rank Information
Rank: =
Document Information
To further refine your search for documnent information, snter ons or mare of the following s=arch criteris.
A partial search may be conducted for the * Document Name" andfor * Form Number',
Document Name: Form Number: category:
D DECORATIOMS
[ seLecTron FOLDER
If entering 3 "Dste Range’, the " Year (¥7)" is & mandatory field. ] PERFORMANGE REPORTS
Day (DD) and "Month (MW* are optional fields,
[ misceLLanecus
Date Range: to [ oroers
DD MM ¥Y DD MM ¥Y
b D BOARD
| [ pcers
[] ENTIRE FERSONNEL RECORD: &
&] Done % Local intranet

e Selected PAS Code and ALL Subordinate PAS Codes search only
0 Select the radio button next to Selected PAS Code and All Subordinate PAS Codes
o0 Click Search
0 System returns results for all members in the PAS Code and All Subordinate PAS
Codes
e To refine search and enhance performance enter
e Specific Rank and/or document name, form number, category and/or
date range
0 Note: Based on the number of records under the PAS Code
and All Subordinate PAS Codes, the search may take
additional time. To speed up the request, further refine the
search by Rank, Document Name, Form Number, Categories
and/or Date Range
0 Click Clear
0 System clears search results
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Figure 4.6.3. Commander Return Person /Document Search

2 Virtual Personnel Services Center (vPSC) - Microsoft Internet Explorer provided by USAF

Fls Edk View Favortes Tooks Help
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fddress (@] fupst I Ject-personnekjurisdiction. isf v B Favories ?

@ Help 2 print [ Logout

| & i+ Virtual Personnel Services Center

Welcome: BG BARRETT MARK A Wing Comrnander/Equivalent v Change Role
My Sections Search Criteria
P |The Following list of persannal i suailable for your review based on the search criteria you selectad. Click "Edit" to refins or get & mare praciss result
PROA Your PAS Code: LELCFCa7 Rank: Category:
0001 FIGHTER WG LANGLEY AFB VA 23665-2251 - 0000 CPT Document Name:
GIED Form Number:
PAS Code Searched: LELCFC37 Date Range: To

0001 FIGHTER W LANGLEY AFB VA 23665-2291 - 0000
Edit

Personnel List

The fallowing list of personnel is avsilable for your review based on the search criteria you seledted,

Namet $5AN Rank Location #of Docs

|— AMDRADE MATTHEW J Hixx-xx=3507 CPT 13

[T BUMKO TRACY & xex-x-0779 <P 0

[T DEVORE II DOUGLAS EvANS xiex-x-8503 <P 8

|— FLORES MARK Hxexx=7909 CPT o

|— GAST TERRI T Hix-xx-9400 CPT 18

[T GRANT MARKT xox-xx-6310 <P 0

[ 1wUGEoRGES wiex-x-0224 <P 10

[T JONES BRENT NELSON xiex-x-2057 <P 10

|— JOMES CLIFFORD L Hx-xx-1024 CPT 10

|— JORDAM KAREM MICHELLE HxH-xx-9829 CPT 7

[[ LEEDavID M woex-x-1200 <P 0

[T MARLEY DEREK S xiex-x-3254 <P 0

[T MARTIN MICHAEL ] wiennn-2422 <Pt 0

|— WATTS FRANKLIN © HEH-x%-2219 CPT 15

GetDocuments | Select All
New Search

The infarmation you are sbout to view contains information coverad under the Privacy Act of 1974 (5 U.5.C. 552) and must be protected IAW AFT 2, Do Regulstion 5400,11, and it is For
Official Use Only (FOUO), Reproduction of evslustions is prohibited unless authorized under and 1AW AF1 36-2406, Chapter 3, The Privacy Act provile—or criminal penalties agsinst anyone who
discloses infarmation to unauthorized parsons. Anyone who obtains information sbout an individusl under false pretenses may also be subject to ariminal penalties enforcesble under Artice 134,
ucml,

This information is protected under the Privacy Act (see AFI 33-332, Air Force Privacy Act Program).

& oone 3 Local ntranet
e Return All Person/Document Search
o To retrieve all documents on all person records, click Select All and then Get Documents
o0 The application will retrieve all the documents, place them in a .zip file. Click Open and
the document will be placed in your computers temp file.
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List of Acronyms

ADP Airman Development Plan

AFP Air Force Portal

AFPC Air Force Personnel Center

ARMS Automated Records Management System
DCPDS Defense Civilian Personnel Data System
HR Human Resources

MAJCOM | Major Command

MilPDS Military Personnel Data System

PA Privacy Act

PAS Personnel Accounting Symbol

PRDA Personnel Records Display Application
RBA Role Based Access

RBAC Role Based Access Control

SRID Senior Rater ID

SSAN Social Security Account Number

vPSC virtual Personnel Services Center

RBA_User_Manual_vl 19 Mar_09_Final.doc

Page 78 of 79



Frequently Asked Questions (FAQS)

Q. lamareservist and a civilian and | have different roles with different jurisdiction, how does
that work?

A. When using Dual Hat Functionality, the user must select the category radio button first,
i.e., civilian or military; however, when selecting “civilian” do not select the change
category button or this will flip the application back to your military role. This item has
been identified and will be fixed in a future release.

Q. Can acivilian be an administrator for RBA in this release?

A. Military, civilians, and contractors can be RBA unit and base administrators; however,
contractor person records must be added.

Q. What is a person record?
A. A person record is the system file within vPSC. All military and civilians are read from
MilPDS and DCPDS and this allows them access to PRDA. Contractors are manually added and

have a stored person record. This may sometimes be confused with the PRDA record containing
a military member’s military record or Unit Personnel Record Group; they are not the same.

Q. Can civilian documents be viewed in PRDA?

A. No, PRDA only contains active duty, USAF Reserve, and Air National Guard Service
member documents.

Q. Will ARMS go away?
A. Yes and No. PRDA is a document viewer of the documents stored in ARMS. ARMS

access will be significantly reduced to allow access to only deployed locations and a few “cats
and dogs” type organizations.
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